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ii DECLARATION
Abstract
Over the past few decades the field of computing has grown and evolved.
In this time, information security research has experienced the same type
of growth. The increase in importance and interest in information security
research is reflected by the sheer number of research efforts being produced by
different type of organizations around the world. One such organization is the
International Federation for Information Processing (IFIP), more specifically
the IFIP Technical Committee 11 (IFIP TC11). The IFIP TC11 community
has had a rich history in producing high quality information security specific
articles for over 20 years now.
Therefore, IFIP TC11 found it necessary to reflect on this history, mainly
to try and discover where it came from and where it may be going. Its 20th
anniversary of its main conference presented an opportunity to begin such a
study of its history. The core belief driving the study being that the future
can only be realized and appreciated if the past is well understood. The main
area of interest was to find out topics which may have had prevalence in the
past or could be considered as “hot” topics.
To achieve this, the author developed a systematic process for the study.
The underpinning element being the creation of a classification scheme which
was used to aid the analysis of the IFIP TC11 20 year’s worth of articles.
Major themes were identified and trends in the series highlighted. Further
discussion and reflection on these trends were given.
It was found that, not surprisingly, the series covered a wide variety of
topics in the 20 years. However, it was discovered that there has been a
notable move towards technically focused papers. Furthermore, topics such
as business continuity had just about disappeared in the series while topics
which are related to networking and cryptography continue to gain more
prevalence.
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Chapter 1
Introduction
In today’s information system-driven world, security has grown to become
a dominant and crucial aspect in business and society at large. The rapid
advancement of technology, and the subsequent acceptance of the Internet
has upped the profile of security; increased connectivity over networks has
exposed information systems to new dangers. However, not only has the num-
ber of attacks increased rapidly, but also the ease with which these targets
can be reached. Security researchers are therefore continuously challenged
to outwit new threats and attacks. Fortunately, the commitment to combat
information security concerns has also been steadily increasing.
Academics and practitioners have been hard at work to find new and
creative ways in which to address these concerns. Countless research efforts
are being reported through journals (see e.g. IFIP (2006), ACM (2004) and
Emerald (2005)), in the press (see e.g. Search Security (2005) and Windows
Security (2005)), conferences and through industry white papers (see e.g. IT
Papers (2005) and IT World (2005)).
As the struggle to manage this mounting knowledge persists, ways need
to be devised in order to organize and present this information in a more
efficiently accessible and understandable manner. If the security research
community does not achieve this, the community is in danger of drowning
in its own knowledge. The community may miss potentially crucial opportu-
nities to protect itself and others from impending threats, and expose itself
to possible attacks. The author believes that in order for practitioners and
researchers to better deal with information security concerns a broader view
of information security research needs to be observed.
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This study, therefore, is primarily motivated by the need to take a step
back and view past research endeavors in a more informed manner.
1.1 Background
Attempting to consider all the outputs of security research is both impractical
and unrealistic for such a large and diverse field. Therefore, a manageable
sample of research would need to be considered.
The International Federation for Information Processing’s (IFIP) Secu-
rity Protection in Information Systems Technical Committee’s (TC11) SEC
conference series had reached its 20th anniversary, hence providing a man-
ageable sample of security related research to work with at an important
milestone anniversary. Therefore, reflecting on its past seemed appropriate.
1.1.1 The IFIP in a nutshell
The origins of IFIP stem from the first major international conference on
computers and computing held in Paris during 1959, where 13 national com-
puter societies agreed to found it in 1960 (IFIP, 2006). It was built as a
non-governmental, non-profit, umbrella organization for national societies
working in the field of information processing. Today, IFIP has 46 organi-
zations as full members, 4 corresponding members and 10 affiliate members,
representing countries from all regions of the world. IFIP’s flagship event is
its World Computer Congress, currently held biannually.
At the heart of IFIP lies its Technical Committees (IFIP, 2006). Each
Technical Committee is, in effect, a management team responsible for a given
field of activity. These groups work in a variety of ways to share experience
and to develop their specialized knowledge. Within each of the Technical
Committees there is 3 to 9 working groups addressing specific subject mat-
ters. The working groups share and develop knowledge in their specific areas.
This includes setting up open conferences and smaller working conferences.
Such events may generally be linked to publications. Many IFIP conferences
and events generate proceedings published by major international publishers.
The Technical Committees are listed in Table 1.1.
Although it is clear from the naming conventions that the technical com-
mittees have diverse interests, they share the following aims (IFIP, 2006):
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Table 1.1: IFIP Technical Committees
TC Name Est
TC 1 Foundation of Computer Sciences 1989
TC 2 Software: Theory and Practice 1962
TC 3 Education 1963
TC 5 Computer Applications in Technology 1970
TC 6 Communication Systems 1971
TC 7 System Models and Optimization 1972
TC 8 Information Systems 1976
TC 9 Relationships Between Computers and Society 1976
TC 10 Computer System Technology 1976
TC 11 Security Protection in Information Systems 1984
TC 12 Artificial Intelligence 1989
TC 13 Human Computer Interaction 1989
TC 14 Specialist Group on Entertainment Computing 2002
• To establish and maintain liaison with national and international orga-
nizations with allied interests and to foster cooperative action, collab-
orative research and information exchange.
• To identify subjects and priorities for research, to stimulate theoretical
work on fundamental issues and to foster fundamental research which
will underpin future development.
• To provide a forum for professionals with a view to promoting the
study, collection, exchange and dissemination of ideas, information and
research findings and thereby to promote the state of the art.
• To seek and use the most effective ways of disseminating information
about our work, including the organization of conferences, workshops
and symposia and the timely production of relevant publications.
• To have special regard for the needs of developing countries and to seek
practicable ways of working with them.
• To encourage communication and to promote interaction between users,
practitioners and researchers.
• To foster interdisciplinary work and, in particular, to collaborate with
other Technical Committees and Working Groups.
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Table 1.2: TC11 Working Groups
WG Name History
WG 11.1 Information Security Management est. 1985, revised 1992
WG 11.2 Small Systems Security est. 1985, revised 1992, 1995
WG 11.3 Data and Application Security est. 1987, revised 2001
WG 11.4 Network Security est. 1985, revised 1992
WG 11.5 Systems Integrity and Control est. 1987, revised 1989, 1991
WG 9.6/11.7 Information Technology Mis-Use and
the Law
est. 1990, revised 1992, 2000
WG 11.8 Information Security Education est. 1991
WG 11.9 Digital Forensics est. 2004
In this study, our interest was with Technical Committee 11 (TC11):
Security Protection in Information Systems. The next section gives a brief
overview of TC11.
1.1.2 The IFIP TC11
TC11 was established in 1984 with the aim of increasing the reliability and
general confidence in information processing, as well as to act as a forum for
security managers and others professionally active in the field of information
processing security (TC11, 2002). Its scope of interest includes the estab-
lishment of a frame of reference for security common to organizations, pro-
fessionals and the public, as well as the promotion of security and protection
as essential parts of information processing systems, through its publications
and conferences. It consists of eight working groups shown in Table 1.2.
During 2004, the current chairman of Technical Committee 11 (TC11),
Mr. Leon Strous (Leon Strous, personal communication), expressed the opin-
ion that TC11 should reflect on the past, as this would assist TC11 to have
a clearer view of the road ahead. The milestone of 20 conferences provided
an excellent opportunity to start this reflection. The 20 SEC conference
proceedings, dating from 1983 to 20051, would thus be analyzed.
At a meeting in Toulouse, France during August 2004, the TC11 offered
to support a dissertation in which the development of information security
will be investigated by initially considering the past 20 SEC conferences. The
opinion of the author and TC11’s on research history is in line with sentiments
expressed by many great philosophers, including, Niccolo Machiavelli (1469
1Unfortunately the conference did not take place in 1987, 1989 and 1999
1.2. PROBLEM STATEMENT 7
– 1527), who stated:
“Wise men say, and not without reason, that whoever wished to foresee
the future might consult the past.”
Information security researchers may have a lot to learn from reflecting
on their past achievements. Unless critical information security issues are
covered, the hope of a more secure tomorrow in today’s information systems
will sadly remain a pipe dream. Glass, Ramesh, and Vessey (2004) identify
research as the primary mechanism by which the computing field can initi-
ate such an advance. This, therefore, motivates the research problem this
dissertation addresses.
1.2 Problem Statement
TC11 wishes to understand what the major trends and “hot” topics in se-
curity during the last 20 years have been. These include topics that lasted
only briefly (and perhaps shouldn’t have got the attention they did get) and
hypes that re-occurred regularly (and perhaps have a need for solutions out
of the ordinary).
In order to address this problem the following research questions must be
investigated:
• How can the SEC conference’s topics be classified to allow for suitable
analysis?
• What are the major trends which can be identified within the context
of the conference proceedings?
Answering these questions would, in essence, fulfill our research objec-
tives.
1.3 Objectives
The main objective of this study was to reflect on major trends in information
security literature over the last 20 years in light of the SEC proceedings.
This is with the intention of exposing the shortcoming and opportunities
apparent in the field. For this to be achieved, the following objectives have
to be realized:
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• Proposing a folk taxonomy to facilitate analysis of IFIP TC11 SEC
articles.
• Categorizing the 20 year’s worth of articles.
• Identifying trends in the data.
• Making recommendations toward the IFIP TC11 community specifi-
cally and the wider security community in general.
In achieving these objectives this study contributes to the TC11 commu-
nity by guiding future actions and foci of TC11, and provides historic and
future insights into the general field of security.
The next section discusses the methodological approach that was followed
with the aim of fulfilling the above objectives.
1.4 Methodology
The research commenced with a literature study in order to to develop an
understanding of the problem. The study involves both quantitative and
qualitative research approaches. Krippendorff (2004, p. 16) questions the
distinctions made between these approaches in a study such as this. The
main argument is that though reflection or inference drawn from the for-
malized text is ultimately represented as numbers, an aspect of reading and
interpreting the text in order to formalize it equates to qualitative research.
Holsti (1969, p. 11), however, sees the relationship as a circular one; each
approach providing new insights on which the other approach can feed.
The foundation on which our study stands is a classification scheme.
Glass and Vessey (1995) identify a classification scheme as necessary in order
to organize the body of knowledge that constitutes a field: in this case, to
facilitate the analysis of SEC’s history. In view of the lack of any existing
comprehensive classification scheme for security research (Donner, 2003), the
decision to develop our own classification scheme was made.
Vessey, Ramesh, and Glass (2005) state that the quality of a classification
scheme is closely linked to the process which was used to develop it. The
process of developing this scheme was integrated into the overall approach
of the study. It should be noted that the classification scheme would serve
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Figure 1.1: The research phases
as just one dimension of the multi-dimensional classification system being
proposed, which additionally consists of a scope and output type dimension.
These will be discussed at length in Chapter 2.
A grounded methodology was adopted with regards to the approach. The
method can be considered grounded due to the fact that the theory (the
resultant folk taxonomy) emerged after observing the field of interest (articles
in SEC proceedings). The largest advantage of this approach is that the final
discussion and recommendations are firmly linked to the content, therefore
providing a higher level of relevancy to the IFIP TC11 SEC series.
The approach consists of the following three main phases:
The Initiation and Planning Phase The objective of this phase is to
provide a plan of action to formalize key practical and research de-
sign issues.
The Taxonomy Construction Phase In view that a classification scheme
for security does not exist (Donner, 2003), this phase describes the steps
adopted to build a custom scheme for the purpose of the study.
The Trend Analysis Essentially the project is concerned with finding trends.
However, what those trends are about is not immediately clear. There-
fore, this phase highlights the techniques used to aid in the identifica-
tion and analysis of the trends in the IFIP TC11 SEC series.
A graphical representation of the approach is shown in Fig 1.1. In the
next section, the three phases are discussed in brief, while detailed discussions
are referred to in later chapters.
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1.4.1 The initiation and planning phase
This phase consists of identifying the purpose and scope of the intended study
and resulting classification scheme. This includes determining what needs the
taxonomy should meet and how it should meet them. Key research design
issues with regards to the approach are highlighted.
1.4.2 The taxonomy construction phase
Rosenfeld and Morville (2002, p. 50) advocate that the way in which informa-
tion is organized, labeled and related, influences the way people comprehend
it. This relates to the deep human desire to create order from disorder (Mar-
cella & Newton, 1994). As the goal is to analyze and possibly identify trends
over the 20 year period of IFIP TC11’s SEC existence, a classification scheme
was needed to organize the body of knowledge (Glass & Vessey, 1995). The
scheme construction steps for the study are discussed in this phase, in view of
the non-existence of a comprehensive taxonomy for security research (Don-
ner, 2003).
The primary intention of developing the taxonomy is to facilitate the
analysis of 20 years worth of SEC proceedings. The main challenges in this
phase consist of identifying the underlying principles forming the founda-
tion of each concept and allowing for a sensible level of granularity of the
categories identified for the scheme.
In order to identify categories used as part of the classification scheme, a
coding strategy was developed. Coding consists of a thorough analysis of each
article to identify the different characteristics of the article (Mayring, 2000).
This is done through a process of interpretations and concept identification.
Raw text is thus formalized, that is, translated into unambiguous analyti-
cal terms on which analysis and conclusions may ultimately rest (Gerbner,
Holsti, Krippendorff, Paisley, & Stone, 1969, p. 9).
This phase has an iterative nature. The older categories are constantly
refined as the process of identifying new categories progresses. The reason
being that the scheme needs to remain useful and usable throughout its
development process.
The coding strategy leads into the trend analysis phase, discussed in the
next section. This is because the coding of articles is carried out from two
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perspectives: in the development and refinement of the taxonomy, as well as
the categorization of articles.
1.4.3 The trend analysis phase
The purpose of this phase is to derive trends or areas of significance that
would otherwise not be apparent to the casual observer. As Gerbner et al.
(1969, p. x) advocate, “conjecture gives direction to research, interpretation
gives bite to the findings”. This phase, therefore, not only identifies the
trends, but provide “bite” by interpreting the trends in light of current events
and perceptions.
The results of this research are reported in the form of this dissertation
and two published papers (see Botha and Gaadingwe (2006) and Gaadingwe
and Botha (2006)). The next section describes the layout of this dissertation.
1.5 Layout of the Dissertation
The dissertation presents the research done in a systematic and orderly man-
ner. The dissertation is structured in three parts as indicated in Figure 1.2.
Part I explains the background and motivates the research approach, it
consists of chapters 1 to 4. Chapter 1 which gives a general background
on IFIP and SEC conference proceedings as well as outlines problems and
objectives of the study. Chapter 2 describes the initial planing stages for
the study and outlines practicalities and design decisions made. In Chapter
3 the development of the taxonomy, is discussed. Chapter 4 looks at the
analysis processes involved in the study and takes a decision on inferences.
Chapters 5 to 7 make up Part II which outlines the results and discussions
on observations made. Chapter 5 presents the folk taxonomy. Chapter
6 contains the results of the analysis and inferences and discussion of these
results are given in Chapters 7.
Part III presents the conclusion of the dissertation. It contains Chap-
ter 8 which closes the work with a summary. Lessons learnt in the study,
challenges experienced and limitations of the study, are included.
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Figure 1.2: Layout of dissertation
Chapter 2
Initiation and Planning
In the previous chapter the background of the study’s key focus area and its
origins were stated. The problem statement and associated objectives were
discussed. Furthermore, a three-phased approach was introduced with the
aim of answering the study’s research questions and meeting objectives.
In this chapter the first phase of the research approach introduced in
Chapter 1, is discussed. The initiation and planning phase is concerned
with the process of identifying the plan of action necessary for the study’s
success. It outlines the author’s experiences in the initial stages of the study
and also examines previous related research. This related research serves
as a valuable stepping stone towards learning how related problems were
solved. An enquiry into classification schemes is made and reported on.
Subsequently, more details of the research approach, including some research
design decisions and general practicalities, are revealed.
The next section discusses similar studies consulted in the earlier stages
of the study.
2.1 Similar Studies
Previous research has posed similar objectives. Examination of a field, via
analysis of its publication, is a common practice among researchers. This
is particularly true in the information systems research field. Vessey et al.
(2005) explored the literature research in three computing disciplines. They
proposed a unified classification system in which the disciplines could be com-
pared and contrasted. They noted, furthermore, that the power in forming
13
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a classification system for a field could be in examining how it has evolved
over the years.
Glass, Vessey, and Ramesh (2002) explored the literature of software en-
gineering. They examined 369 articles between 1995 – 1999 from six key
journals. Their study was focussed on presenting the current state of soft-
ware engineering without passing judgement. They identified five key di-
mensions with the topic category being the most important. Ramesh, Glass,
and Vessey (2004) did a similar study where they examined 628 articles from
13 journals of computer science, while Claver, Gonzlez, and Llopis (2000)
examined information system articles.
Bjo¨rck and Yngstro¨m (2001) introduced a simple classification model with
dimensions that catered for information security. They used a level of ab-
straction, domain and context dimension taken from different related studies.
Bjo¨rck and Yngstro¨m (2001) also concentrated on IFIP SEC proceedings,
however, they examined SEC 2000 including the workshop articles.
A common characteristic in the studies above is their dependence on some
sort of classification scheme. In these studies, a classification scheme is used
to give a consolidated picture of a diverse area of interest. Marcella and
Newton (1994, p. 4) support this view when they advocate that classification
schemes allow for ideas to be managed and controlled so that they can be
used. Classification schemes, therefore, serve as a consolidation of views
about shared knowledge, in some cases, with the aim of basing analysis on
them. The studies included the use of new schemes, as well as existing or
modified versions of a classification scheme.
Therefore, based on previous literature, it is easy to recognize the central
role that classification schemes play in the journey of discovery in a research
field. However, no widely accepted classification scheme for the field of in-
formation security exists. Therefore, a new scheme had to be developed. It
should be noted, however, that it was not the ambition of this study to create
a new classification scheme for the field; instead, the observations and claims
made are limited to the IFIP TC11 SEC submissions.
A classification scheme was therefore required to facilitate the analysis
of information security articles in IFIP TC11 research. The aim is to reveal
trends in the data which should, in theory, provide a better understanding
of past literature.
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The next section introduces the concept of classification schemes: first in
general and then in the perspective of other disciplines.
2.2 Classification Schemes
Vessey et al. (2005) described a classification scheme as not only a product,
but a process as well.
“On the one hand, classification is the act or process of system-
atically arranging some subject matter into groups or categories
according to selected criteria. On the other hand, classification
is the more or less formally structured set of classes or categories
which emerges” (Vessey et al., 2005).
There are several different types of classification systems in use today;
they vary in scope, methodology and other characteristics (Koch, 1997).
In Information Systems research some popular classification schemes exist.
These include the information system keyword classification scheme of Barki,
Rivard, and Talbot (1988) and the ACM computing classification scheme
(ACM, 1998). These have been utilized by several researchers and organiza-
tions to organize content.
Classification schemes provide a unified view of the area of interest and
allow it to be described (Vessey et al., 2005). Secondly, they may help predict
future development areas1. Thirdly, classification schemes assist in determin-
ing relationships between what is classified and other variables of interest,
thereby allowing the use of interpretation, prediction or control of an aspect
of interest.
Kremer, Kolbe, and Brenner (2005) identify classification schemes, such
as glossaries and taxonomies, as important instruments of terminological
management for resolving a variety of terminological defects. However, a
classification scheme can only be as good as the reason for which it is being
built, for this reason, the author decided to also consider the use of a folk
taxonomy.
1Vessey et al. (2005) suggest an example regarding periodic tables predicting the future
existence of some elements, decades before they were isolated
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Kremer et al. (2005) define glossaries (Thesauri) as dealing with the con-
trol of semantics (the meaning of terms) by providing terms with their mean-
ing. Traditionally, a glossary appears at the end a book and includes terms
within that book which are either newly introduced or at least uncommon.
They described taxonomies as classification schemes focused on the orderly
arrangement of terms.
Wikipedia (2006a) defines a folk taxonomy as a vernacular naming sys-
tem. Folk taxonomies are generated from social knowledge and are used in
everyday speech, making them an ideal reference for experts and users alike.
Kremer et al. (2005) advocate that “Information management must begin
by thinking about how people use information”. Since the folk taxonomy’s
main function is the orderly arrangement of terms based on a specific group’s
“language” (it’s vernacular in nature), the use of a folk taxonomy is favored
in this research project over formal taxonomies and glossaries. However, no
claim can be made as to the objectivity and universality of this taxonomy.
Nevertheless, Howard (1997) identifies six characteristics of a satisfactory
taxonomy as:
1. The need for mutual exclusivity, which ensures non-overlapping cate-
gories.
2. The exhaustiveness of the scheme, so all possible categories are in-
cluded.
3. The need for the scheme to be useful enough to be used to gain insight
into the field of inquiry.
4. The scheme should be logical and intuitively ordered, so that it could
become generally accepted.
5. The eradication of ambiguousness, so that category names are clear
and precise.
6. The need for repeatability so that the repeated use of the scheme yields
constant results regardless of who is doing the classifying.
Note, however, that he advocates that most taxonomies will be limited
to some, not all, of these characteristics.
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2.2.1 The classification problem
The creation of a comprehensive classification scheme to eradicate the am-
biguousness of terminology in any discipline will undoubtedly be a lengthy
and arduous process. Such ambiguousness of terminology, specifically con-
cerning security, may be attributed to a number of factors:
Unstructured and uncontrolled Internet content. The Internet can be
seen as a largely uncensored library. Though it contains a great wealth
of information, this is largely uncontrolled. Therefore, it is a large
source of conflicting and questionable information, an example would
be the use of the term “Privacy”. This term was found to have multiple
meanings on different sites.
Differing contexts. The inherently different needs and background con-
texts of people have resulted in widely varying viewpoints and assump-
tions regarding what is essentially similar subject matter (Uschold &
Gruninger, 1996). As a result, security literature tends to result in
the writer’s own interpretation and understanding of the subject mat-
ter at hand. It appears that not only does specific terms seem to be
a problem, but even higher level terms such as information security,
data security and computer security appear not to be well defined by
researchers (Oscarson, n.d.).
Security’s multidisciplinary nature. Security draws from a number of
disciplines which influence how certain terms are understood (Von
Solms & Von Solms, 2004). This may be the primary reason for se-
curity’s terminological ambiguity. Different disciplines have different
perspectives in which they view certain topics. For example, a topic
such as “Security Audit” can be observed from a legal perspective, or
even from an Artificial Intelligence perspective. Clearly, there might
be differences in how the term is understood.
Industry. The commercial security industry has been allowed to dilute and
dictate core terms in security. Security solution providers try to dif-
ferentiate themselves from other players in the market by marketing
themselves, using specific terms. These terms are not always used
consistently and often introduce synonyms. For example, in the field
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of security, the terms intrusion, penetration, attack, breach and com-
promise are often used interchangeably with their distinctions largely
unrestricted (Lindqvist & Jonsson, 1997, p. 155). A clear understand-
ing of these terms need to be acquired before they can be formally
distinguished between.
Jargon. Security, like all fields, has a vast vocabulary of specialist and tech-
nical terms, as well as a certain amount of jargon. Jargon refers to the
commonly used phrases which are part of the culture of security rather
than the subject (Wikipedia, 2006b). Terms which refer to spyware
programs such as scumware, adware and malware, can be considered
an example of community specific terms. These too contribute to the
confusion over security subject matter.
The fundamental difficulty in building a classification scheme is that of
understanding the concepts and ideas being considered enough to group them
effectively. This involves conceptualizing the area of interest by isolating core
characteristics of the elements and identifying their common denominators.
This is by no means a simple task, as concepts and definitions, in most fields,
naturally overlap and are affected by the discussed terminological defects.
However, the importance of a classification scheme in aiding the analysis of
research history may far outweigh its development challenges.
2.2.2 Classification in other disciplines
Classification systems in botany, chemistry, health and zoology have played
an indisputable role in the development of their respective fields (Vessey
et al., 2005). Schemes such as the Periodic Table for the organizations of
elements with similar chemical properties and the Dewey Decimal system
which is a library classification scheme have all also been successfully accepted
and used in their respective domains for years. In the following paragraphs
the use of classification schemes in Biology and the Health sector is briefly
discussed.
Biological classification
The field of biology has, for years, attempted to group types of organisms in
organized and meaningful ways. Ideally, their classifications were based on
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shared characteristics. Early classification schema of life saw people classify-
ing plants, animals and fungi by taste, medicinal value and safeness to eat.
The Greek philosopher, Aristotle, organized animals according to habitat
and body form (Lewis, 2006). Others classified living beings by anatomical
homology, embryonic development and protein sequences, to name a few.
However, the Linnaeus taxonomy, proposed by Carolus Linnaeus, arguably
is the most widely known and widely used scientific taxonomy. His prime
contribution was through a binomial (two-name scheme) approach to serve
as a label to refer to plant and animal species. For example, the name for
the human animal, according to the Linnaeus scheme, is homo sapien, sapien
meaning “wise”. The binomial name is made up of a genus and a “specific
epithet”, an adjective that describes the species in some way (Lewis, 2006).
His work represented the starting point of the binomial nomenclature. Over
the years, other researchers have added new categories to his taxonomy.
Health-care classification
In health care, the “International Statistical Classification of Diseases and
Related Health Problems 10” is recognized as the international standard for
reporting clinical diagnoses developed by the World Health Organization. It
classifies diseases, injuries and causes of death, as well as external causes of
injury and poisoning (World Health Organisation, 2006). It is developed,
maintained and published by the World Health Organization and has been
available since 1993 (World Health Organisation, 2006). Most nations have
used it to describe country-level mortality and health-care costs which, in
turn, facilitate the comparison of medical conditions across countries (Mc-
Cormick & Jones, 1998).
The author recognizes the importance that classifications have served in the
past within other disciplines. The next section outlines the practicalities and
research decisions with regards to a folk taxonomy that will be well suited
to to meet this study‘s objectives.
2.3 Practicalities and Design Decisions
Any research design must start off by considering its objectives. In a study
such as this, such objectives make the study considerably more difficult,
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since the aim is to find trends which are not immediately clear. A multi-
dimensional classification approach was chosen. The main aim here is to
identify several analytical perspectives. This allows for a large analytical
scope.
With the above in mind, it should be noted that there has been no at-
tempt to achieve orthogonality between all the dimensions. Therefore, it
may be possible that certain combinations of dimensional trends could be
entrenched due to the inherent relationship between dimensions. During the
trend analysis phase, this was dealt with sensitively.
This next section discusses the various dimensions that were implemented.
2.3.1 Scheme dimensions
The articles in the SEC proceedings will be coded using three main dimen-
sions:
1. By Topic, based on the folk taxonomy. This represents the conceptual
view of a article’s content.
2. By Scope, which would provide a contextual reference for the topic
dimension.
3. By Output Type, which will identify how the research was done and
its outputs and adds another interesting dimension for analysis.
The multi-dimensional approach affords the opportunity to run queries on
different dimensions in order to get a better informed pictures of the content
under analysis.
Topic dimension
Information security, like any other discipline, can be categorized according
to a diverse set of topics. As this is one of the most obvious ways of building
a classification scheme, the topic dimension needs to be as comprehensive as
possible. However, in this lies a dilemma: to find the appropriate granularity.
On the one hand, it must be as inclusive as possible, but, on the other hand,
it must allow for sensible analysis.
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A flat-structured scheme was considered over a hierarchical one. The
main reason is that a flat structure would serve the goal of meeting the
objectives for the study adequately. The added complexity of a hierarchy
was not required in order to answer the research questions and meet the
study’s objectives.
The topic dimension provides a rich set of valuable insights into the types
of topics researchers write about, and how certain themes may have received
more attention than others. However, topics appear in many different con-
texts. The aim is to capture these contextual differences through the scope
dimension which is discussed in the next section.
Scope dimension
The scope dimension was developed to support the topic dimension. As
pointed out, certain topics need to be put in context in order for someone to
identify how they were used or applied in an article. Note that this is not
merely a hierarchical roll-up of the topics. To understand the need for the
contextual differences, consider the topic “privacy protection”. This single
phrase has different meanings to different people. However, if the context
of how this topic was applied is described, a clearer view of what the topic
means and how it was expressed in the article can be better understood.
Five different scope categories were identified: General, Environmental,
Information Security, IT Security and Data Security.
General points to work which does not fit into the above, such as work that
is highly philosophical or based on opinion.
Environmental points to work that is done that wider than the domain
of organizations, for example, work that deals with legislation or stan-
dards.
Information Security is highly organizationally focused. Articles that
deal with organizational policies are an example.
IT Security refers to tools or other artifacts to manage information se-
curely. Work that develops a specific tool or technique to manage a
security issue falls into this category.
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Data Security as a scope reflects the most technical level, for example,
work that deals with specific protocols and algorithms.
Although the output type dimension, discussed in the next section, is
semantically linked to the scope dimension, it provides a simpler alternative
to what the scope dimension provides in the overall analysis.
Output type dimension
The output type dimension makes a distinction between formal, technical
and informal, similar to Bjo¨rck and Yngstro¨m (2001). Outputs in the formal
domain encompass rules and procedures aimed at a human receiver, whereas
classifying outputs in the informal domain indicated articles ventured in the
field of human behavior or presented ideas. Outputs classified in the technical
domain were aimed at implementation and execution at a computing artifact
level.
2.3.2 Ensuring reliability and validity
The objectives of assigning articles to the scheme and later inferring on trends
cannot be ignored. Gerbner et al. (1969, p. 40) advocate that the varieties
of interpretation of any message are endless. They argue that it should be
accepted that interpretation is not identical with understanding and that it
is only one manifestation. Understanding a message simply signals the po-
tential to interpret it correctly but not the ability. Therefore, consistency in
the understanding and use of the approach was carefully considered. Relia-
bility and validity were enhanced through the use of two coders who would
cooperate throughout the processes. Further details are given in Chapter 3.
2.3.3 Sourcing and sampling
A problem that needed to be overcome was that of sourcing the 20 conference
proceedings. Eventually the proceedings were sourced from various private
collections. Within the sourced material, it was decided that an adequate
sampling approach should be adopted. Krippendorff (2004, p. 83) describes
sampling as limits set for the analyst’s observations to a manageable subset
of information, which would be statistically representative or conceptually
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representative of all possible units of interests. In this study it was decided
that the sample would include all articles in the IFIP TC11 SEC proceedings.
This provided for maximum sample representation of the IFIP TC11 SEC
series articles. However, exceptions had to be made when faced with articles
which did not allow for confident analysis, such as speeches and slide outlines.
With the decision to sample all classifiable articles in the IFIP TC11
SEC proceedings, administrative decisions on the way information would be
recorded and kept had to be considered.
2.3.4 Record keeping
“One cannot analyze what is not suitably recorded” (Krippendorff, 1980).
Recording categorization information and storing it for later analysis was
undoubtedly an important exercise.
The articles were classified and recorded using manual code sheets, these
are described in Chapter 3. The capacity of computers to effectively sort,
store and retrieve large amounts of information became essential. This is
further discussed in Chapter 4.
2.4 Conclusion
The research project required careful planning. This chapter described this
process of initiation and planning. Previous studies, from the likes of Vessey
et al. (2005) and Barki et al. (1988), formed guiding tools in the development
of the proposed three-phased approach. Although the scope and focus of this
study are different from those studies, they provided valuable input during
the initiation and planning phase. This chapter, furthermore, described the
general problem of classification and factors which make it difficult in the
case of a security taxonomy. Finally the project also had to plan for prac-
ticalities such as the sourcing of proceedings. Once plans were in place, the
construction of the taxonomy could begin. This process is discussed in detail
in the next chapter, Chapter 3.
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Chapter 3
Taxonomy Construction Phase
The previous chapters served as a descriptive overview of the study. Chapter
1 covered the background and identified the study’s objectives and provided a
conceptualized view of the approach. Chapter 2 discussed the Initiation and
Planning phase of the study, outlining key design decisions. In this chapter,
the process adopted to develop the folk taxonomy is discussed.
As mentioned in the preceding chapters, the articles in the proceedings
were coded using three dimensions: topic, scope and output type. In this
chapter, the development process of the Topic dimension (which essentially
represents the folk taxonomy) is discussed in detail.
The chapter first explores two approaches to category development. This
is followed by a description of the method used to develop the folk taxonomy,
after which, the challenges that had to be met are discussed. The next
section describes the two approaches for category development which were
considered.
3.1 Category Development Approach
Nakata (2001) identifies two possible approaches for category identification.
These are the top-down and bottom-up development approaches, which will
be considered in turn in the next sub-sections.
3.1.1 Top-down development
With this approach, depicted in Figure 3.1, the categories are identified prior
to any other procedure, such as data collection (Nakata, 2001; Seaman, 1999).
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Figure 3.1: Top-down approach
This set of categories might be developed based on the project goals or some
other criteria which might best suit the study at hand.
The process may consist of a person or committee who are responsible
for the construction of the scheme. This group or person makes use of their
own experiences and a variety of tools to influence the choice of categories
selected. Their decisions on which categories to include are not based on the
data of interest, but rather on the committee’s own judgement.
Nakata (2001) claims this approach has a better chance of leading to cate-
gory completeness, described by Howard (1997) as exhaustiveness. However,
Howard (1997) warns that exhaustiveness of categories may prove to be a
daunting task, which may be too time consuming.
Considering time and resource constraints placed on this study, this ap-
proach did not appeal. Furthermore, our study analyzes text from a specific
community of articles, therefore, exhaustiveness, in the broader sense, is not
a vital characteristic required by the proposed folk taxonomy. What was
required was an adequate representation of what the TC11 community had
covered over the years. Consider therefore the Bottom-up development ap-
proach.
3.1.2 Bottom-up development
Contrary to the top-down development approach, the bottom-up approach is
grounded in the data it needs to classify, that is, the categories are identified
as a result of exploring the text. This identification process entails a degree
of analysis and interpretation of the text at hand as indicated by Figure 3.2.
The process may include a person or group of people scrutinizing the
given sample of data with the intention of identifying key areas of interest.
Therefore, the concepts identified in this process are inherently attached to
the text under examination. The advantage of this approach is that the
3.1. CATEGORY DEVELOPMENT APPROACH 27
3URFHVV
1HZ
6FKHPH
6RXUFH
&RGHUV
Figure 3.2: Bottom-up approach
resultant taxonomy provides for a more accurate representation of the text
under study. Consequently, it leads to a more accurate analysis of the text.
However, this approach suffers from issues of process reliability and validity,
as interpretations of text may differ from person to person.
Between the two approaches, the bottom-up approach was chosen over the
top-down approach. Nakata (2001) advocates that “a classification devised
in a top-down manner inevitably imposes a particular view, since there is
no concrete context”. The categories in the folk taxonomy need to be as
contextually relevant to the IFIP SEC community’s way of using terms so
that the most accurate assessment of topic prevalence can be confidently
identified. As the bottom-up approach is grounded, that is, linked to the
text, it provides for a higher level of contextual relevance. Nakata (2001)
points out that this results in there being no more concepts than there is
evidence of their occurrence and the tacit assumptions employed to identify
them. While this ensures the folk taxonomy’s applicability to the IFIP TC11
community, it does not allow for the identification of topics that have never
occurred in the conference series. Although this does not allow the author
to answer questions of the form: “Which security topics where not covered
the the IFIP TC11 SEC series?”, it still allows for the identification of topics
which disappeared or appeared very infrequently. This choice of approach
does therefore not pose any significant risk to the usefulness of the research
outcome.
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Figure 3.3: Initial category construction
3.2 Initial Category Construction
In order to “start” the folk taxonomy off, an initial set of categories was
identified. A set of five randomly selected proceedings was chosen to build
the initial taxonomy. This set would, in essence, represent 25 percent of the
total proceedings numbering 20. It was considered to be sufficient to provide
a good set of identifiable initial terms.
To identify the initial terms, a coding process was employed. Coding
consists of a thorough analysis of the text to identify its different character-
istics (Mayring, 2000). In the context of this study, this involved identifying
what an article’s core themes are by exploring its text. The identified themes
would then form the categories of the folk taxonomy. The process had a stage
of cleaning, as synonyms and homonyms were identified. This involved the
renaming, removing and adding of categories as required. During this stage,
most definitions of terms were formalized as the authors’ understanding of
each theme developed. Figure 3.3 depicts this process graphically.
The process of identifying these themes is further discussed in the next
section.
3.3 Coding Process
The basic idea behind coding entails identifying the key concept which the
article deals with, that is, identifying and turning the concepts identified
in the the article into indexes on which analysis can be based. Naturally,
the concepts identified need to be closely representative of the article under
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analysis to be of any analytical significance or value. In this instance, a
“concept” is defined as an abstract symbolic tag that attempts to capture
the “true” essence of what an article is reporting on. The concepts which
form the folk taxonomy’s categories are of interest because they unequivocally
label key ideas in a article and enable ideas and view points to be shared.
This allows for easier analysis and reporting issues about article content over
the breadth of the IFIP TC11 SEC series.
The assumption in the study is that any academic field, such as security
research, has a limited number of terms which can be used to describe the
majority of its outputs. Therefore, categorizing articles under a defined set
of categories can be used effectively to facilitate the analysis of a particular
community within a field.
The process of identifying core concepts in the articles involved divid-
ing the text into the following readily definable units, called context units
(Krippendorff, 1980):
• Title
• Abstract
• Introduction
• Key words
• Summary, and
• Full Article.
The context units set limits on the contextual information that maybe
derived from any particular article. Therefore, each unit can be seen as repre-
senting the underlying concepts that an article may consist of. The analysis
of a typical research article would attempt to identify the key underlying con-
cepts of the article by going through these units step by step. For example, if
the title was not enough to identify the key underlying topic area related to
the article, the coder would consider the abstract, thereafter the introduction
and so on. The coders would then proceed through these units until they
confidently identified the key topic areas. The larger the context unit con-
sidered, the greater evaluative information it contains (Krippendorff, 1980).
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It was found that with most articles, a clear understanding of the concepts
under discussion only emerged once the full article was considered.
Nevertheless, the varieties of interpretation of any given message are end-
less, and thus, the subjective nature of the concept identification process had
to be taken into consideration. This is especially true with larger context
units which may have a negative impact on the reliability of the processes
(Krippendorff, 1980, p. 59).
After the initial categories had been identified, a similar process had to
be done with regards to categorizing articles.
3.4 Categorization
In this section, the process of categorization is discussed. It is a slightly
different type of coding than the one described earlier. Therefore, coding in
this context refers to the act of attaching labels relevant to particular focus
themes or ideas that are of interest in the text. This is in contrast to merely
identifying as many concepts as possible from the article.
As discussed in Chapter 2, any given article has the potential to address a
number of distinct topics. Therefore, it was decided that each article would
be assigned two categories: high-level and zoomed-in. This two-level ap-
proach allowed for a bit more flexibility in describing articles. The biggest
difference between coding to identify the initial categories, and coding to
identify key article focus areas is that the latter is limited to only two con-
cepts, with the aim of describing the article as best as possible.
As reported by Botha and Gaadingwe (2006) the two-topic approach was
not a panacea. Instead it introduced new problems in distinguishing between
the high-level and zoomed-in categories. This was especially evident in ar-
ticles where two seemingly unrelated topics are brought together. Also, for
extremely focused articles, it proved difficult to decide on a high-level topic,
whereas the zoomed-in topic was easily established. Similarly it was difficult
categorizing articles where a multitude of topics are considered, usually at a
fairly high level. For coding purposes, two special categories were adopted:
at the high-level the “general” category was introduced, while “multiple”
was used at the zoomed-in level. Krippendorff (1980, p. 75) discourages the
use of such generally representative categories such as “others” and “non-
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Figure 3.4: The approach
applicable”, and warns against their use in the analysis phase, as they provide
little information other than grouping a set of articles which could not be
categorized . However, in this case, it was found that the categories had value
as they carried a level of descriptive quality for understanding the general
focus of an article. The categorization process is represented in Figure 3.4.
Two researchers acted as coders. The coders had interests in the security
field at different levels of understanding. Therefore, their point of view of
security was different, and through discussions, a midpoint would be reached.
Some level of training was observed for both coders during the initial category
construction of the folk taxonomy, as differing views on categories needed to
be consolidated. Those articles which were not confidently categorized by
a coder would be discussed with the other coder. Therefore, reliability was
promoted in the process on some level.
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Where either coder was unsure of how to categorize specific articles, they
met and discussed the papers with a view to reach consensus on their catego-
rization. On occasion, the opinion of others was consulted, especially when
an expert in a specific area was available. Where initial disagreement could
have had an effect on previous classifications, the coders would revisit pre-
viously coded articles. Each coder also randomly selected articles coded by
the other party, coded it separately and then compared the resultant cod-
ing. Differences were discussed between the coders and consensus reached.
Sometimes this caused the coders to revisit all articles that they coded in
a specific way to confirm that the same arguments were used consistently.
Cases in which coders reached the same conclusion added to the validity
and repeatability of the study and promoted attention to detail. However,
it should be noted that the degree of agreement between researchers is not
really as important as the value gained from the degree of disagreement, as
it provides more insight and perspective to the selection process (Malterud,
2001). The pooled judgement of the coders was relied on during the coding
and categorization to aid reliability (Holsti, 1969). Malterud (2001) warns
that subjectivity-related issues become a concern in studies such as this if its
effect is ignored.
Furthermore, Mays and Pope (1995) advocate that “all research is se-
lective: there is no way that the researcher can in any sense capture the
literal truth of events”. Although it is often easy to identify categories in
an article, it is generally difficult to identify them reliably. Therefore, the
resultant coding could still have some degree of contention in it, however,
the author believes that the process followed was done in a rigorous fashion
and that any contention could be attributed to the subjective nature of the
activities in the process and not the process itself. Therefore, the author is
convinced that any subjectivity on the part of the coders had been addressed
sufficiently in the design of the process.
The folk taxonomy was considered complete only when it adequately ac-
counted for all articles in the SEC proceedings. As mentioned, there were
cases when the coders could not reach an agreement on how to code an ar-
ticle, or worse, neither could quite figure out what the article attempted to
contribute. Therefore, to maintain consistency in the results, short articles,
speeches and slide shows which were present especially in the early proceed-
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ings were not considered as part of the analysis.
3.5 Refinement
Even rigorously developed coding protocols will be subject to unforeseeable
shortcomings (Rourke & Anderson, 2004). Revision and maintenance of the
folk taxonomy were of utmost importance. The scheme needed to remain
useful and usable throughout its development process. Therefore, as the
scheme was developed, changes had to be made. Categories were added,
deleted, merged, subdivided, or modified during the course of the study. Any
changes made were monitored against affecting already identified categories.
Such revisions would also seek to remove ambiguous terms and retain mutual
exclusivity.
By constantly checking the scheme, it helped to ensure that errors did not
become cumulative, that is, errors made in earlier steps of the process were
not carried over to the next phase. However, this made the task daunting
at times as all affected articles had to be revisited and re-categorized when
necessary.
3.5.1 Coding process challenges
During the course of the coding process, there were many challenges which
had to be overcome. In this section some of those are highlighted.
Terminology
Authors in the security field view and interpret similar concepts differently.
The use of a variety of related synonyms of popular terms makes it hard to
achieve mutual understanding of a set of categories. Not only do specific
terms seem to be a problem, but even higher-level terms, such as informa-
tion security, data security and computer security appear not to be well
defined (Oscarson, n.d.). The problem of terminological standardization has
been well recognized in literature (Oscarson, n.d.; Kremer et al., 2005; Barki
et al., 1988; Gilchrist, 2002). The lack of such standards became a source of
problems for the author in the coding and analysis of the SEC articles.
The MerriamWebster Online Dictionary (2005) defines synonyms as “one
34 CHAPTER 3. TAXONOMY CONSTRUCTION PHASE
of two or more words or expressions of the same language that have the same,
or nearly the same, meaning in some or all senses”. Homonyms are defined as
“two or more words spelled and pronounced alike, but different in meaning”.
The use of synonyms and homonyms in the articles made the process of
coding more difficult. This had the potential to cause disagreement over
some of the coding decisions. However, like Malterud (2001) the author
found that more value was gained from discussing the disagreements than
agreeing up front. These discussions helped in gaining better insight and
perspective into terminology.
Foreign concepts
In order to identify the main concepts in the article, the author adopted
the strategy of separating each article into different analytical units. As the
author progressed through these units, an understanding of the key concepts
was gained, and an understanding of the context within which concepts were
used was encouraged. This allowed for the distinction between homonyms
and agreement about the use of possible synonyms.
As expected, it was found that the more foreign the subject area was to
the coder, the more difficult it was to identify key concepts. However, the
title, abstract, introduction and conclusion sections proved very useful when
written in a coherent and concise manner. In articles where a good title
and heading were chosen, and the introduction and conclusion were clear on
the purpose of it, it usually made it easy to identify the key concept and
concerns addressed by the article. However, it was found that the number of
articles with inadequate titles, abstracts, introductions and conclusions were
alarmingly high.
Short articles
The decision to include short articles in some of the SEC proceedings pre-
sented the coders with some problems. It was found that short articles were
more difficult to classify. In a way, this could be attributed to the fact that
their analytical units were simply shorter then normal articles, in most case
these articles were 2 to 3 pages in length. However, in many cases, the coders
could not reach an agreement on how to code them, or, worse, neither could
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quite figure out what the article attempted to contribute. Therefore, to main-
tain consistency in the results, short articles were not considered as part of
the analysis. Some of the other types of articles were also not included, as
mentioned earlier.
Based on the difficulty in classifying short articles, there is a need to
question the rationale of including short articles. Of course, economic aspects
of the conference had to be taken in to account. Conference attendance plays
a key role in its success, and the inclusion of short articles usually increases
attendance from authors.
It is recognized that short articles have a role to play in raising awareness
of research conducted. Some may find short articles beneficial as a rapid way
to identify and address problems.
Focus of earlier articles
During the coding, the author came to learn that articles written in the early
80s differed in content from those in the later years of the TC11 SEC series. It
was found that articles were more general in what they discussed than during
later years. This made it harder to categorize those earlier articles into clear
categories. However, the use of the “general” category was important in this
regard and provided a way of representing cases where articles covered topics
on a higher more general level. This is further discussed in Chapter 7.
3.5.2 Administration
A coding sheet was used to capture the chosen categorizations. Additional
information, such as the category descriptions, helped to guide filling in the
coding sheet. All required variables were represented on the coding sheet,
see Appendix B. A typical coding sheet captured the following variables for
each article:
• Article title
• Article page number
• Coder identity
• Date
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• Proceeding year
• High-level and zoomed-in topic identification
• Scope category
• Output type, and
• Comments.
The coding sheets were prepared with the goal of supporting ease of
recording. The information on the coding sheets were later recorded into a
database for analysis.
3.6 Conclusion
In this chapter, the process adopted to develop the topic dimension was dis-
cussed. The activities expressed in this chapter were critical toward reaching
the objectives of this project. The coding process was geared towards tailor-
ing the IFIP TC11 SEC series text into a format required for the analytical
techniques. The chapter was concluded with challenges which were encoun-
tered. The next chapter describes the process adopted to analyze the data
collected during coding.
Chapter 4
Analysis and Reflection Phase
The preceding chapters presented the processes involved in planning and
developing the classification scheme required to achieve the objectives of this
study. Design decisions were discussed and challenges highlighted. In this
chapter, the third and final phase, Analysis and Reflection, is discussed.
In some respects, data analysis can be likened to detective work. Tukey
(1977, p. 3) suggests that as in investigating crimes, the right tools and
understanding of the area under investigation are critical. In this chapter,
the author describes the process used to “detect” hidden trends within the
20 years of IFIP TC11 proceedings by highlighting the tools used, and the
analytical design adopted.
The chapter commences by presenting the analytical design, including
how the data was stored. Thereafter, the chapter explains the process and
tools used for the presentation and analysis of the data.
4.1 The Analytical Design
The adopted analytical design bridges the gap between the coding of arti-
cles and identifying trends. However, in order to identify such trends, an
understanding of what a “trend” is needs to be gained.
A trend can be described as an observable pattern in some variable of
interest (Schultz, 2003). A variable can, therefore, refer to a quantifiable
subject of study that has a general tendency to change over time. However,
one or two occurrences of a particular variable hardly constitutes a trend, but
is rather an event; more then a few instances of a variable may constitute a
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Figure 4.1: The database structure
trend. Consequently, a trend requires a sufficient data set in order to observe
a relationship between variables over time. In the context of this study, a
category in the proposed classification scheme is considered as the variable
under observation. The quantification and analysis of each category over
the IFIP TC11’s 20-year history would, therefore, provide some indication of
prevalence. A database was developed to store all the data in preparation of
such analysis.
4.1.1 Database structure
The adopted database structure was that of a typical data-warehousing setup,
see Figure 4.1. This characteristic star-like structure is often called a star-
join schema (Kimball & Ross, 2002). It consists of a main fact table and a
set of dimension tables.
A fact table is the primary table in a dimensional model and holds all the
classification characteristics of each article. The dimension table represents
the different dimensions of the classification scheme. The information in
the fact table is accessed via the dimension tables. That is, the dimension
tables are integral companions to the fact table, as they hold dimension
attributes, which serve as the primary source of query constraints, groupings,
and category labels (Kimball & Ross, 2002). Therefore, they are key to
4.1. THE ANALYTICAL DESIGN 39
making the “data-warehouse” usable. This structure allows for the effective
analysis of the data, based on any combination of the dimension tables.
The access tool that was used to access the database was Structured
Query Language (SQL). Within a star schema, SQL statements adhere to a
general format that allows powerful queries to be easily constructed. There-
fore, using SQL proved useful and efficient in extracting the types of in-
formation required for analysis. The SQL queries used in this analysis are
presented in Appendix C.
During the analysis, the author considered the fact that each year of the
SEC publications had a different number of articles. Therefore, quantifica-
tion of categories was expressed as a percentage of the articles published in
each year, rather than a count. Analysis of the coded data was done on all
three dimensions of the proposed classification scheme. The next sub section
discusses this further.
4.1.2 Scope and output type dimension analysis
Similar variations of SQL were adopted to access information from the scope
and output type dimensions. The percentage per proceeding for each cate-
gory was calculated, Percentage = x/y x 100: x is the number of times the
category appears within a proceeding and y is the total number of articles
considered for analysis in that same proceeding.
Analyzing the topic dimension was more complicated, as there was a need
to account for two categories: high-level and zoomed-in. This problem was
addressed by “flattening” the two categories for the purpose of analysis. A
fairness-of-weighting mechanism was devised to discount for the aggregation
effect of these two categories. However, before flattening them, the author
cross-tabulated the categories to identify any clusters in the topics. This
led to the conclusion that the roles played by the “general” and “multiple”
categories needed to be addressed as well. The next section examines the
approach adopted for flattening the two categories, as well as dealing with
the “general” and “multiple” topics.
40 CHAPTER 4. ANALYSIS AND REFLECTION PHASE
4.1.3 Topic dimension analysis
Each paper was tallied twice, once for the high-level topic and once for the
zoomed-in topic. However, articles that used the general or multiple topics
were weighed as follows:
• where classifications were (general, topic) or (topic, multiple), the ar-
ticle was tallied twice for the topic.
• (general, multiple) classifications resulted in a double count for a special
“general” category.
The above measures ensured that each article was counted twice. It also
prevented discrimination against topics that were used in conjunction with
a “general” or “multiple” category. This flattened set of categories can then
be analyzed in a similar format as the scope and output type dimension as
described in the previous section.
However, representing what started out as large amounts of information
in a summarized form implies some level of abstraction and some degree of
generalization (Malterud, 2001). Consequently, this runs the risk of distort-
ing the original data or losing important detail (Schultz, 2003). However,
given these limitations, this approach provides a powerful starting point that
would aid the easy identification of patterns in the underlying data. The
next section considers how charts and tables can be used as analytic tools.
4.2 Charts and Tables as Analytical Tools
The rationale behind graphically representing the data was to aid trend iden-
tification. The author found that the massive amounts of numerical data pro-
duced after the flattening of topics made it too difficult to identify trends. It
seemed that the value in the data was hidden within the data itself, which
made the trends indiscernible in that format.
However, this data presented an adequate base from which charts could
be drawn. Charts were used to present the results in a manageable form, in a
visual and easily interpretable manner. This view is shared by Tufte (2001),
when he describes graphics as instruments for reasoning about quantitative
information. He further adds that often the most effective way to describe,
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explore and summarize a set of numbers is to look at pictures of those num-
bers. Take, for example, the data presented in Table 4.1. The table shows
data based on a survey of operating system preference over time. Note that
the data is an approximation for demonstration purposes.
Table 4.1: Example of table
Paltform Years preference (%)
Win 1997 10
Mac 1997 90
Linux 1997 0
Win 1998 20
Mac 1998 80
Linux 1998 0
Win 1999 30
Mac 1999 70
Linux 1999 0
Win 2000 40
Mac 2000 60
Linux 2000 0
Win 2001 50
Mac 2001 50
Linux 2001 0
Win 2002 60
Mac 2002 30
Linux 2002 10
Win 2003 75
Mac 2003 15
Linux 2003 10
Win 2004 80
Mac 2004 10
Linux 2004 10
The table presents a series of important information associated with the
general percentage preference of operating systems by users between 1997 and
2004. However, this information is presented in way that requires some level
of intensive studying in order to be understood better. If this information
was to be presented in a graphical form, such as in Figure 4.2, certain trends
become easily apparent.
Charts have been used widely in different areas for this purpose and more.
They form the bases for understanding information efficiently on foreign ex-
changes floors around the world (Frankel & Froot, 1990), as well as play-
ing an important role as part of reporting techniques used in organizational
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decision-making (Jarvenpaa & Dickson, 1988).
Graphics allow for the communication of important characteristics of the
results, from which inferences can be drawn. Through graphical represen-
tation of data, hidden information becomes obvious. Tufte (2001, p. 13)
describes this as the graphics revealing the data. The graphics reduce the
data into a simpler summary, which is easily interpretable. Therefore, charts
can usually be read more quickly than the raw data from which they come.
Furthermore, Tukey (1977, p. 3) advocates that in order to explore the
data, it needs to be handled easily and be presented effectively. He further
adds that, the simpler these techniques of handling data are, the better –
“so long as they work, and work well”. Therefore, in the next sub-sections, a
set of “simple” charts are highlighted, which proved to be effective tools for
presenting the study’s data in an easily interpretable way.
4.2.1 Histogram/line charts
A histogram provides for a summarized view of data over a period (Easton &
McColl, 2006). The visual characteristics of a histogram reveal data trends
clearly, and these charts are easy to create with the right data. A histogram
can also help detect any unusual observations, or any gaps in the data set.
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4.2.2 Pie charts
Pie charts give a graphic representation of quantitative information by means
of a circle divided into sectors. The sizes of the areas of the sectors correspond
to the relative sizes or proportions of the quantities. In this study, pie charts
are utilized as a way of summarizing the categorical data in the data coded
from the series.
The use of different charts to display related data yields a newer perspec-
tive for further understanding of the data. For example, Figure 4.3 shows
the percentage preference of each platform in 2004.
4.2.3 Cross-tabulation
Cross-tabulations were used to identify clusters of topics within the data.
Topics were presented in a matrix format, with each cell showing the number
of times that a combination of topics occurred in the data set. The use of
such mechanisms bring attention to the significance or non-significance of
certain combination of variables in an analysis.
Trends in data are not always easily observable. Analysis, therefore, can
be seen as a search process.
4.3 Analysis as a Search Process
When considering the objective of this study, the author’s tasks were made
considerably more difficult since this entailed the search for trends, which
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may not be immediately clear; hence the comparison of data analysis with
detective work in the introduction of this chapter.
The choice of trends presented was based on observing certain clusters in
topics, when cross-tabulating the topics, as well as methodically investigating
certain perceptions of the researcher. Possibly related topics were grouped
to investigate possible trends.
This was done mostly because the author was unable to abolish all am-
biguity in the terms of the taxonomy. It was found that certain terms in the
developed folk taxonomy naturally overlap. Therefore, a grouping of similar
or related topics could yield more valuable insight into certain topic groups
covered by the IFIP TC11 SEC series.
Once the data was charted, the author observed how it behaved in gen-
eral. The author observed each chart and attempted to interpret why certain
charts appeared the way they did and what the possible consequences were.
4.4 Reflection
Interpretation of the results formed an integral part of this study. The main
aim is to draw conclusions, to find relationships between the data, in addi-
tion to discussing the significance of the observations made, specifically with
respect to future research considerations for the TC11 community. This was
a highly creative process as there are infinite possible reasons a certain trend
may exist, and countless possible impacts they may have on the IFIP TC11
SEC series in general. This was done through the discussion of certain ana-
lytical results, and the author’s own experience and perceptions.
Unfortunately, exploring the data in this way can never be seen as the
whole story, but nothing else can serve as a better foundation for the first
steps into trend discovery (Tukey, 1977). This process is very subjective in
nature. This is made worse by the fact that there can be infinite approaches
analysts can take in interpreting the trends, depending on what they want
highlighted.
Therefore, the rationale behind the thought process involved in driving
the discussion should be highlighted. In this study, this is done by highlight-
ing key aspects which caught the author’s attention with the use of circles
and arrows markings on the chart, an example of which is highlighted in Fig-
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ure 4.4. Hopefully, this will give the reader a glimpse as to how the author
interpreted the results presented by the charts.
Furthermore, the validity of interpretation in this study needs to be ad-
dressed. Samuel Messick, a renowned psychometrician, defines validity as
“...an integrated evaluative judgment of the degree to which empirical ev-
idence and theoretical rationale support the adequacy and appropriateness
of inferences...” (Messick, 2003). He emphasizes that validity is a matter of
degree: not absolutely valid or even absolutely invalid. He advocates that
over time, validity evidence will continue to be gathered, either enhancing or
contradicting previous results and findings. Therefore, any inference drawn
in this study forms as a useful step towards understanding the IFIP TC11
SEC series better, but should not be taken as the definitive “gospel”.
4.5 Conclusion
The purpose of the analysis and reflection phase is to evoke and showcase
trends or areas of significance that would otherwise not be apparent to the ca-
sual observer of the IFIP TC11 SEC series. The author adopted the described
approach to gain a better understanding of the meaning and implications of
the findings. At the end of the analysis and reflection phase, “the bigger
picture” of where IFIP TC11 was and where it may be going, with regard to
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it publication, will be realized.
In this study the author was required to explore, interpret and obtain a
deeper understanding of the data. While there is no way that the researcher
could capture the literal truth of events (Mays & Pope, 1995), it is believed
that the process described in Part I of this dissertation addresses the require-
ments of the study.
The next part of the study, Part II, therefore reports on the results
achieved in the three chapters. Chapter 5 presents the developed taxonomy,
while Chapter 6 holds forth the categorization results. Thereafter Chapter 7
discusses the analysis of the results.
Part II
Results
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Chapter 5
Folk Taxonomy
Part I of this dissertation introduced the research project and detailed the
process that was to be followed. The research process consisted of three
phases. The first phase dealt with project initiation and planning as reported
in Chapter 2. Chapter 3 described the taxonomy construction phase, while
Chapter 4 explained how analysis and reflection, the gist of the third phase,
would be approached.
The current chapter, Chapter 5, presents the main result of the second
phase, taxonomy construction. Thereafter Chapter 6 will present the results
of categorizing the articles of the 20 years of SEC proceedings. Chapter 7
will analyze and discuss these results.
Chapter 5 presents the resultant folk taxonomy by firstly giving the tax-
onomy terms and secondly reflecting on the limitations and challenges of the
folk taxonomy. Consider therefore the taxonomy terms.
5.1 Taxonomy Terms
Since the terms in the folk taxonomy were added and refined during the
period of the research, each term defined briefly to allow for consistent use
during the categorization. These definitions are based on the articles encoun-
tered and the general perception of the term by the author.
The next 66 paragraphs provide these brief definitions.
Academic/Curriculum refers to articles which concern topics that center
around course work or relate to academic studies. It specifically con-
cerns articles which specify this outside the context of the organization.
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Table 5.1: Security folk taxonomy for IFIP SEC conference series
Academic/Curriculum Information Security Management
Access Control Integrity
AI/Expert systems Intellectual Property
Ambient Systems Internet Access
Architecture Intrusion Detection
Assurance/Trust/Accreditation Key Management
Auction Systems Legacy Systems
Auditing Legal
Authentication Malice/Crime
Availability Management Policy
Awareness M-Commerce
Biometrics MLS (Multi Level Security)
Building Secure Applications Mobile Technology
Business Continuity Multiple
Certification Authorities Network/Communication Security
Confidentiality Non-repudiation
Copyright Protection/Steganography/ Wa-
termarking
Physical Security
Corporate Culture Privacy/Anonymity
Corporate Governance Profiling
Cryptography Protocol
Database/Data Store Security Risk Analysis/Risk Management
Decoy Single Sign On/Identity
Digital Signature Smart Cards
Distributed Computing Software Security
E-Commerce Standards, Guidelines
Education Technical Policy
E-Payment and Transaction Schemes Tool
Ethics/Human Factors Training
Exploits or Vulnerabilities Trusted Third Party
General Verification
Government Involvement Visualization
Groupware Applications Voting Systems
Hardware Security Web Service
5.1. TAXONOMY TERMS 51
Access Control deals with topics on the mechanisms used to define or re-
strict the rights of authorized users, application programs, systems, or
processes to information system resources, based on explicit technical
policies.
AI/Expert Systems concern topics referring to systems or theories which
relate to endowing computers with capabilities of human intelligence
to aid computer security initiatives. This includes but is not limited to
neural networks and agents.
Ambient systems embody articles which relate to the monitoring that is
done by devices to determine existing environmental conditions in order
to implement some security service.
Architecture concerns the design, structure or topology of any physical
system made up of inter-related components, including the organization
of functions and the description of data formats and procedures which
may be used as the basis for the design and implementation of a system,
supporting some kind of security purpose.
Assurance/Trust/Accreditation entails issues dealing with the measure
and confidence that a security feature and architecture accurately me-
diate and enforce the security policy of an organization. This may
include the act of reviewing, inspecting, checking, auditing, or other-
wise establishing and documenting whether items, processes, services,
or documents conform to specified requirements.
Auction Systems deal with methods of selling items in a forum through
open and competitive bidding.
Auditing relates to any issues concerning the auditing profession, this incor-
porates the function or the act of auditing. It includes the examination
of system records and activities in order to test the adequacy and/or
effectiveness of security systems and procedures, to ensure compliance
with established policies or any general investigation.
Authentication topics have to do with security measures designed to verify
the identity of a user or system.
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Availability refers to the assurance that systems, information and commu-
nications services will be ready for use when expected.
Awareness implies knowledge gained through ones perceptions. This refers
to articles which are usually associated with awareness to educational
or training security material which serve to remind and inform users of
effective security measures, mostly in a subtle way.
Biometric concerns the science and technology of authentication (i.e. es-
tablishing the identity of an individual) by measuring a person’s physi-
ological or behavioral features (physical feature or repeatable action of
the individual). Articles which meet this criteria should be classified
as Biometrics.
Building Secure Applications involves the area of software development.
This includes the software engineering techniques and methods used in
the development of secure applications. Either through the procedu-
ral or coding principles. Basically, things which should or could be
done to make software more secure during development, planning or
implementation of software development projects.
Business Continuity deals with articles which involve aspects of managing
the impacts of system security failure as well as managing the recovery
procedures thereof.
Certification Authority pertains to a third party often dealing with dig-
ital signature authentication issues. This category is highly linked to
cryptography articles.
Confidentiality entails papers of which their main goal is to preserve the
property of data or information that it is not made available or disclosed
to unauthorized persons or processes. Thus assuring information will
be kept secret, with access limited to appropriate persons.
Copyright Protection/Steganography/Watermarking refers to mea-
sures put into place to protect the intellectual property rights of an
author. Violations being protected against usually involve unautho-
rized copying or altering of such property.
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Corporate Culture deals with articles covering issues on an organization’s
values, beliefs, attitudes, norms, business principles, traditions, ways
of operating, and internal work environment which relate to security
concerns.
Corporate Governance deals with the set of processes, customs, policies,
laws and institutions affecting the way a corporation is directed, admin-
istered or controlled. It is used in promoting corporate fairness, trans-
parency and accountability and involves systems that provide feedback
on the efficiency and effectiveness of operations, compliance with laws
or regulations, and accuracy and reliability.
Cryptography embodies article about cryptographic algorithms, instruc-
tions and systems used for encoding and decoding messages, to secure
confidentiality and authentication of data so as to hide its information
content, prevent undetected modification, and/or prevent unauthorized
use.
Database/Datastore Security refers to security means to protect databases
and other data sources (eg xml repositories) from unauthorized access.
By securing the data source so that only authorized users can access
and make changes, usually through a form of access control scheme.
Decoy comprises of topics which deal with devices or events meant as a
distraction to conceal what an individual or a group might be looking
for. Its is usually referred to as a honeypot, that is, it is a trap set to
detect, deflect or in some manner counteract attempts at unauthorized
use of information systems.
Digital Signatures deals with topics on encryption schemes for authenti-
cating digital information, and has also been used as a broader term
encompassing both public-key digital signature techniques and message
authentication codes. It is based upon cryptographic methods of orig-
inator authentication, computed by using a set of rules and a set of
parameters such that the identity of the signer and the integrity of the
data can be verified.
Distributed Computing concerns a computer operating environment that
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may involve computers of differing architectures and data representa-
tion formats that share data and system resources. This may include
grid computing.
E-commerce indicates that the article involves a topic referring to trans-
actions conducted over the Internet or through Internet access, com-
prising transactions like the sale, lease, license, offer, or delivery of
property, goods, services, or information. Where mobile devices play a
role the M-Commerce topic was used.
Education entails the imparting and acquiring of security knowledge through
teaching. This may be on a theoretical or practical level in the organiza-
tion. This topic should only be used in instances where the Awareness
and Training topics are unable to fit.
Electronic payment and Transaction Schemes relate to article refer-
ring to transactions done using electronic means, that is, systems and
procedures for paying electronically.
Ethics/Human Factors concerns the principles governing morality and
conduct that are accepted by an individual or a social group. It deals
with the human aspect of security.
Exploits of Vulnerabilities relate to articles about weaknesses in systems
that can be or are exploited in ways that violate the security policy.
It provides the explanation and description of a hardware or software
vulnerability that can be “exploited” by a hacker to gain access to a
system or service.
General is a special category which is not interchangeable and only usable
on the High-level. It is utilized if the article dealt with security issues
in general.
Government Involvement relates to the involvement of government in-
stitutions and officials in security initiatives.
Groupware Applications refer to software applications that facilitate shared
work on documents and information. These are applications for allow-
ing a workgroup to share information.
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Hardware security entails security measures inherently built into the hard-
ware architecture of a system, that is, the tamper resistances of hard-
ware.
Information Security Management entails articles that address the man-
agement of security priorities within the organization on a management
level. A high level view of security.
Integrity deal with the assurance that information will not be accidentally
or maliciously altered or destroyed i.e the information has not been
altered or destroyed in an unauthorized manner.
Intellectual Property entails the protection of a product of the intellect
that has commercial value, including patented, trademarked or copy-
righted work. This, unlike the Copyright category includes aspects of
digital rights management.
Internet Access concerns the protection of the vast collection of inter-
connected networks across the world that all use the TCP/IP protocols.
Intrusion Detection embodies articles which deal with the design or the
operations of a system which detects suspicious or malicious traffic/actions
and alerts the administrator or/and takes pre-defined proactive actions
to respond to the threat on networks.
Key Management deals with articles which concern the method of dis-
pensing keys securely in order to provide users with them where and
when they are needed. It includes the creation, distribution, authenti-
cation, and storage of encryption keys, that is, the process of managing
the keys used for data encryption.
Legacy Systems refer to antiquated computer systems or applications which
continue to be used because the user (typically an organization) does
not want to replace or redesign it. Issues may concern securing the
overall systems with the integration of new systems on to it or the
secure upgrading of the legacy system itself and its use.
Legal involves articles dealing with laws enacted by a legislative body, re-
lating to the law or to courts of law, targeted at information security
related issues.
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Malice/Crime category deals with behaviors that break the criminal law
or violate security measures. This includes software which are written
with malicious intent to affect confidentiality, availability and integrity.
Management Policy is a document that delineates the security manage-
ment structure and clearly assigns security responsibilities and lays
the foundation necessary to reliably measure progress and compliance.
It is a statement of information values, protection responsibilities, and
organization commitment for security. It is furthermore a high level or-
ganizational set of rules, principles, and practices that determine how
security is implemented in an organization. It provides the framework
within which an organization establishes needed levels of information
security.
M-Commerce has to do with the ordering of goods or transactions via
wireless solutions like cell phones, pocket computers, PDAs. It is simi-
lar to E-commerce, except that the access mechanism is via a wireless
terminal rather than the fixed telephone network.
Multi Level Security involves concepts of processing information with dif-
ferent classifications and categories with different levels of access capa-
bilities.
Multiple is a special category which is not interchangeable and only usable
on the zoomed-in. This is utilized where a multitude of seemingly
unrelated topics are brought together and it is hard to decide which
topic the article is discussing specifically.
Mobile Technology pertains to the security related functions of any com-
puting device intended to frequently move location while maintaining
operation. It is a pocket-sized computing device.
Network/Communication Security comprises of articles which deal with
the protection of networks and their services from unauthorized modi-
fication, destruction, or disclosure; both wired and wireless.
Non-Repudiation has to do with methods by which the sender of data
is provided with proof of delivery and the recipient is assured of the
sender’s identity, so that neither can later deny having processed the
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data. It involves the use of techniques to prevent a party from denying
responsibility for legitimate actions.
Physical Security concerns issues addressing the design, implementation
and maintenance of countermeasures that protect the physical resources
of an organization. This may include, but are not limited to locks,
guards, alarm systems and fences. It also includes the physical pro-
tection of people, hardware and the supporting system elements and
resources.
Privacy/Anonymity relates to articles which deal with the technical and
procedural methods of protecting user information from unnecessary
exposure and usage. The protection of the right to self determination.
Profiling has to do with the techniques through which a set of characteris-
tics of a particular class of person is inferred from past experience and
data-holdings/information are used.
Protocol deals with a set of formalized rules that describe how data is
transmitted over a network. It is a set of procedures for establishing
and controlling data transmission.
Risk Analysis/Management concerns the procedural methods of identi-
fying risk and or examining probability or occurrence and/or assigning
proper controls. The comprehensive study of potential disruptions to
business continuity, assignment of an occurrence probability, determi-
nation of probable effects, and definition of controls that could mini-
mize or eliminate the disruptions. This may include the identification
of existing safeguards and their perceived needs.
Single Sign On refers to articles concerning a specialized form of software
authentication that enables a user to be authenticated once and gain
access to the resources of multiple software systems, i.e. a single iden-
tity that is shared across multiple systems.
Smart Card deals with the standard perception of a pocket-sized card with
embedded integrated circuits, with various tamper-resistant properties
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(e.g. a secure crypto-processor, secure file system, human-readable fea-
tures) that is capable of providing security services (e.g. confidentiality
of information in the memory).
Software Security is software measures used to protect systems from ma-
licious software. This may include the description of software security
measures or features.
Standards and Guidelines concern agreed principles of protocol. Stan-
dards are set by committees working under various trade and interna-
tional organizations. It is thus a criteria set as a model or an example
to strive to achieve.
Technical Policy deals with a set of rules and practices that specify or
regulate how a system provides security services to protect sensitive
and critical system resources. It is a low-level technical access control
policy.
Tool involves tools which allow for the observation of security related ac-
tivities or provide modeling capabilities for potential security systems.
Articles of this nature basically describe the enabler tool which do not
necessarily provide the security service.
Training has to do with the teaching of vocational or practical skills for a
specific purpose. It is limited to within an organizational context.
Trusted Third Party involves an entity which facilitates interactions be-
tween two parties who both trust the third party. This is usually used
for trust reasons in order to secure interactions. It is a “trust bond” of
sorts.
Verification deals wit testing software in the sense that it meets the formal
requirements specifically relating to security.
Visualization involves external representation that makes it easy to see
certain patterns in data. It is usually used for the purpose of monitoring
system activities.
Voting System concerns the description of a legal system for making demo-
cratic choices electronically.
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Web Service deals with any piece of software that makes itself available
over the Internet and uses a standardized XML messaging system.
Briefly defining each concept helped in providing guidelines for article
categorization, however, the author identified limitations concerning the topic
dimension. These are discussed in the next section.
5.2 Limitations and Challenges
Descriptors of terms were used in an attempt to reduce coding and catego-
rization from being a judgemental task to a systematic one. The descrip-
tors were aimed at removing ambiguity, thereby increasing the likelihood of
agreement, which, in turn, promotes process reliability (Holsti, 1969). A
clear definition of categorization terms provides a firm base for analysis and
reporting. That is, if a concept is clearly defined and labeled, it facilitates
better comprehension of the reported results in the described context.
However, achieving such a clear-cut view of terms proved difficult. It was
found that many security concepts and definitions of categories naturally
overlap. Furthermore, certain terms were used as broad descriptions of many
more specific terms, depending on the context in which they were used. There
are a number of reasons credited with causing this lack of mutual exclusivity
in security terms, one of which is the multi-disciplinary nature of security
research (Von Solms & Von Solms, 2004), which has an influence on how
certain terms are used and understood. This, and other aspects, outlined in
Chapter 2, have contributed to the ambiguousness in security terms.
Unfortunately, the author has to contend that he was unable to overcome
this challenge fully. Reasons being firstly the fact that the original intention
of building a folk taxonomy was to showcase and represent terms in the way
people use them, which in most cases is ambiguous in nature. Secondly, the
natural overlapping of security research terms.
However, it is believed that the possible lack of mutual exclusivity, ambi-
guity and granularity of terms may speak volumes more about the complexity
of security research than the inadequacy of the scheme.
The introduction of the two-topic categorization approach (zoomed-in
or high-level), as discussed in Chapter 3, partially addressed the issue of
overlaps by providing for another level of analysis. However, Chapter 3 also
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pointed out that this was not a panacea. The possible confusion between the
two levels caused the coder to consider some papers extremely carefully. A
process of inter-coder validation ensured that the two coders agreed on the
terms used. The author, however, would maintain that those difficulties are
not so much the result of a deficient taxonomy as it is of the utilization of
the two levels. Notwithstanding these limitations, the taxonomy supported
the classification process adequately.
5.3 Conclusion
Box (1979) notes that “while all models are wrong, some are useful”. There-
fore, while one may argue about the correctness of the taxonomy, the useful-
ness of it will be shown in the next chapter.
Once all limitations were considered, and the articles were coded, the
question “Anything interesting?” begged to be answered. The next chapter
presents the results when the folk taxonomy, presented in this chapter, was
used to categorize the first 20 years of the SEC proceedings.
Chapter 6
Categorization Results
The previous chapter described the folk taxonomy in detail. In this chapter,
the results and key findings of the study are outlined in a strictly descriptive
manner.
It was found that the IFIP SEC series reported on 867 articles over its 20
year period. However, 65 articles were not included in our analysis as some
of them were excessively short and did not allow for confident classification,
while others were written in styles not representing academic articles and
were thus excluded. Therefore, 802 articles were considered for analysis in
this study.
The following is a descriptive analysis of the results; no inference is made
about the result, that is left for the following chapter.
6.1 Scope and Output Type
Before considering the folk taxonomy, first consider how the nature of the
SEC series evolved. The nature is described by considering the general dis-
tribution of articles over the years. Thereafter the focus of the conference is
discussed, followed by a look at the type of outputs that were present in the
SEC series.
6.1.1 Distribution of sampled articles per year
The average number of articles the SEC conference series’ 20 years was 52.67
articles per proceeding. Figure 6.1 represents the 802 sampled articles in the
61
62 CHAPTER 6. CATEGORIZATION RESULTS
0
10
20
30
40
50
60
70
1983 1984 1985 1986 1988 1990 1991 1992 1993 1994 1995 1996 1997 1998 2000 2001 2002 2003 2004 2005
Figure 6.1: Distribution of sampled publications per year
SEC series per year. The most articles were sampled from 1998, with 63
articles, while 1993 had the least number, with only 30.
6.1.2 General focus at conferences
Since two special topics, “general” and “multiple”, were introduced, an ex-
amination of the focus of the articles could be made. Figure 6.2 shows the
percentage of articles that were classified as “general” in the high-level cate-
gory per year. It is quite clear that there was a downward trend in the need
for the use of a general topic through the years.
This trend may well indicate that the conferences became more focused
through the years. It is interesting to note that for three of the 20 conferences
(1988, 1990 and 1993), in excess of 50% of articles could be considered general
“sense-making” articles. However, it also appears that the conference made
a significant turnabout with respect to sense-making arguments since 2000.
Figure 6.3 shows the percentage of articles that had been classified as
“multiple” for the zoomed-in topic. Although much less evident than the
“general” classification (see Figure 6.2), a downward trend (especially in later
years) is evident. This could indicate focus of articles at the micro-level.
In general, then, it seemed as if articles became more focused. This focus
led the author to consider whether the nature of the outputs has changed.
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Figure 6.3: Use of “multiple” categorization at the zoomed-in level
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6.1.3 The nature of conference outputs
In order to identify the nature of conference outputs, the author examined the
technical versus managerial domain of security research. This is represented
by the two dimensions in the aforementioned classification scheme: output
type and scope dimension.
Output domain type
As defined in Chapter 2, the output type has three categories: “technical”,
“formal” and “informal”. Figure 6.4 shows the percentage of articles per year
according to the different output types.
This trend was further investigated to reveal some interesting results.
The distribution between technical, formal and informal output types cu-
mulatively over different time periods was examined and is represented by
Figure 6.5.
The ratio between “formal” and “informal” outputs versus “technical”
outputs appeared to be reasonably balanced until 1997, as shown by Fig-
ure 6.5(c). Figure 6.5(a) also shows that high presence of technical oriented
outputs between 1998 and 2005. In the next section an examination of the
scope dimension is made.
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Figure 6.5: Cumulative distributions of technical, formal and informal output
types
Scope dimension
This dimension is intrinsically similar and provides results which are closely
related to the output type dimension. However, it has a high granularity and
allows for a broader depth for analysis. Figure 6.6 shows the percentage of
articles per year, according to the different scope categories. Technical topics
still represent the majority of the articles in the IFIP TC11 SEC series.
Figure 6.7 shows the percentage of articles per year based on the grouping
of articles categorized under Data security and IT security.
There was an increase in technically scoped articles during the 20 years,
while Figure 6.8 presents the opposite trend for the grouping of Organiza-
tional level, Environmental and General categories.
Managerial scoped articles represented more than 70% when the confer-
ence began in 1983; by 2005, managerial-related articles had fallen to below
10%.
Clearly, the interest of the SEC research are heavily focused on the tech-
nology of systems, with a considerably diminished interest in managerial and
human related security concern. A more telling story was gained from the
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examination of topics. However, before that is discussed, a new approach
to presenting and analyzing the data was devised because of some problems
of granularity and term similarity. This would comprise of grouping similar
topics to form newer groups, and is described in the next section.
6.2 Topic Categorization
When some of the categories were examined individually, it was found that
they provided little to no information with regard to yielding trends. So
instead of looking at trends for individual topics, similar topics which repre-
sent an underlying principle concept were grouped together. This required
understanding and conceptualizing of the areas represented by each category
of interest. Consideration had to be given to core characteristics of terms in
order to identify their common denominators.
The author identified 4 groups in which to place some of the terms in
the folk taxonomy; however, it should be noted that these could probably
be extended arbitrarily. Time constraints and space did not allow for the
examination and identification of all possible groupings. The author found
that, as expected, the different topics were not mutually exclusive, that is,
a topic could be used in different groups. The groups which were identified
include management related topics, education, network and cryptography-
related topics. The groupings are outlined in Table 6.1.
With regards to management-related topics, the author grouped the top-
ics of risk analysis, awareness, business continuity, corporate culture, cor-
porate governance, management policy and training. These were grouped,
based on their relation to the internal context of an organization. Education-
related topics were grouped based on their link to teaching the importance
and awareness of security-related issues. While network-related topics con-
sidered protecting the networks from possible attacks. Crypto-like topic in-
cluded aspects of cryptography which included the application and facilita-
tion of cryptography tasks. The next section explores the trend of the first
grouping in Table 6.1: management-related topics.
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Table 6.1: Groupings
Management-Related Awareness
Business continuity
Corporate culture
Corporate governance
Education
Information security management
Management policy
Risk analysis
Training
Education-Related Academic
Awareness
Education
Training
Network-Related Network security
Internet security
Intrusion detection
Crypto-Like Cryptogrpahy
Digital signature
Key management
Assurance topics Assurance
Verification
6.2.1 Management-related topics
In addition to articles dealing with information security management and
risk management issues, several topics had a “management” connotation.
For the purpose of analyzing management-related topics, awareness, business
continuity, corporate culture, corporate governance, management policy and
training were also grouped to form a management related group.
A total of 160 articles were management related. Figure 6.9 seems to
indicate a very slight decrease in prominence of management-related topics.
Management-related topics had the most prominence in 1985 and the least
in 2005.
When considering the output types of management-related articles, it was
found that 79% of the articles were formal, 4% informal and 14% technical,
as shown in Table 6.2.
Further analysis of management-related topics was done, however, this
time only the business continuity topic was examined.
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Table 6.2: Management-related topics output type
Output Type % Number
Formal 81.25 130
Informal 4.38 7
Technical 14.38 23
160
6.2.2 Business continuity topic
The topic of business continuity deals with unexpected events, such as fires
and earthquakes. Thus, articles classified as such relate to aspects of manag-
ing the impacts of system security failure, as well as managing the recovery
procedures.
Only nine articles were categorized as business continuity articles. Out
of a total of 802 articles, this is only marginally more than 1% in IFIP TC11
SEC representation. Seven of these articles were categorized in the zoomed-
in category, while two were in the high-level topic category. 89% of them
were of a formal output type and 11% were technically oriented, as shown by
Table 6.3. Figure 6.10 shows the representation of business continuity articles
over the 20 years. The graph shows that the most representation was in 1990,
with about 6% of the proceeding consisting of articles in this category. For
the majority of years, business continuity did not get any representation.
Table 6.3: Business continuity output type
Output Type % Number
Formal 88.88 8
Informal 0 0
Technical 11.11 1
9
It was interesting to note that these articles did not address business
continuity within a bigger risk management or an information security per-
spective. Instead, they provided general discussions of the topic. However,
this prompted us to investigate trends with respect to articles written from
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Figure 6.10: Distribution of business continuity topic
risk management and information security management perspectives. The
next section, tackles the assurance topic.
6.2.3 Assurance topics
A measure of confidence that the security features and architecture accu-
rately mediate and enforce the security policy of an organization or system
is needed, in order to trust a system. Assurance-categorized articles hoped
to test or assure organizational or system security. This is different to a
topic like the risk management category, which defines methods of identify-
ing risk to organization or system security, with the intention of examining
probability of occurrence and assigning proper controls.
Fifty-eight articles were categorized as assurance. The category had an
overall representation of 7% in the SEC series. Table 6.4 shows its output
type, while, Figure 6.11 shows its representation over the 20 years. The figure
shows a consistent representation of this topic, averaging between 4% and
6% of the SEC proceedings. 1991 was the topic’s most prominent year, with
just over 12% of representation.
72 CHAPTER 6. CATEGORIZATION RESULTS
0
2
4
6
8
10
12
14
1983 1984 1985 1986 1988 1990 1991 1992 1993 1994 1995 1996 1997 1998 2000 2001 2002 2003 2004 2005
Figure 6.11: Distribution of assurance topics
0
5
10
15
20
25
1983 1984 1985 1986 1988 1990 1991 1992 1993 1994 1995 1996 1997 1998 2000 2001 2002 2003 2004 2005
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Table 6.4: Assurance topics output type
Output Type % Number
Formal 53.45 31
Informal 0 0
Technical 46.55 27
58
6.2.4 Education-related topics
An education-related group of topics was identified in order to represent
issues which concern imparting and acquiring of security-related knowledge
or awareness. This group of topics included the topics: academic, awareness,
education and training. Table 6.5 shows the output type of this grouping.
Table 6.5: Education-related topics output type
Output Type % Number
Formal 95.65 22
Informal 0 0
Technical 4 1
23
Twenty-three articles were categorized as topics relating to education.
This represents a 3% SEC representation through the 20 years. Figure 6.12
shows its representation over the 20 years. As shown by the graph, education-
specific topics have had little to no representation in the SEC series. The
only exception being in 1993 when they represented 23% of proceedings.
This result may be influenced by the fact that 1993 had the least number of
articles sampled, among all the other proceeding in the 20 years.
6.2.5 Privacy topic
The privacy category concerns technical and procedural measures of pro-
tecting user information from unnecessary exposure and usage. This mostly
deals with the protection of the right to self determination.
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Thirty-four articles were categorized with privacy topics. The category
had a 4% SEC representation through the 20 years. Table 6.6 shows that
most measures to protect privacy were technologically based, while 18% of
the articles discussed privacy in a formal manner, such as in the article “Data
Privacy: Legislation and Intelligence Agency Threats” (Madsen, 1990). Fig-
ure 6.13 shows its representation over the 20 years. According to the graph,
privacy-categorized topics got less prominence: the highest interest was in
1986 with a 6% representation, while it did not have presence at all in four
out of the 20 years. Apart from the spike experienced in 1986, there has been
a gradual increase in interest in privacy issues, although interest still remains
low with regards to representation of the category in each SEC proceeding.
Table 6.6: Privacy topic output type
Output Type % Number
Formal 17.65 6
Informal 0 0
Technical 82.35 28
34
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Figure 6.14: Distribution of auditing topic
6.2.6 Auditing topic
Articles categorized as auditing have direct reference to either the profession
or the act of auditing. It includes the examination of system records and
activities in order to test the adequacy and effectiveness of security systems
and procedures, to ensure compliance with established policies.
There was a total of 28 auditing articles, with a 3% representation in the
SEC. Sixty-one percent of the articles had a formal output type, while 39%
were technical, as shown be Table 6.7. Figure 6.14 shows auditing articles
were more prominent in 1990 with just under 8% of the proceedings being
dedicated to it. Interestingly enough, it shows that auditing articles became
sparser in later years (after 1993).
Table 6.7: Auditing topic output type
Output Type % Number
Formal 61.71 17
Informal 0 0
Technical 39.29 11
28
Another target for analysis was topics that were suspected to be more
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technical in their approach. The next section summarizes the trends in terms
of network-related topics.
6.2.7 Network-related topics
Articles categorized as network-related include those which refer to the pro-
tection and detection of threats or attacks on the network, that is, the as-
surance of secure communication. However, crypto-like topics were explicitly
excluded. Figure 6.15, therefore, depicts a grouping of three topic categories:
Network Security, Intrusion Detection and Internet Security.
Table 6.8: Network-related topics output type
Output Type % Number
Formal 11.93 13
Informal 0 0
Technical 88.07 96
109
There was a total of 109 network-related articles, with a 14% representa-
tion in the SEC. Table 6.8 outlines that 12the articles had a formal output
type, while 88% were technical outputs. Figure 6.15 shows the representation
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Figure 6.16: Distribution of crypto-like topics
of Network-related articles over the 20 conference years. Network-related ar-
ticles were most prominent in 2005, with just over 18% of the proceedings
being dedicated to them, while, in the first two years (1983, 1984) none
of the articles was classified as such. Considering our explicit exclusion of
crypto-like topics, a separate look at these are warranted.
6.2.8 Crypto-like topics
Articles characterized as crypto-like are those which provide procedures, pro-
tocols, cryptographic algorithms and instructions relating to encoding and
decoding messages using cryptographic technologies.
There was a total of 111 crypto-like articles, with a 14% representation
in the SEC. Five percent of articles had a formal output type and 95% had
a technical output type as presented in Table 6.9. Figure 6.16 shows the
representation of crypto-like articles over the 20 years. Crypto-like articles
were more prominent in 2004, with just over 18% of the proceedings be-
ing dedicated to them. Another interesting observation can be made when
considering datastore security.
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Table 6.9: Crypto-Like topics output type
Output Type % Number
Formal 5.41 6
Informal 0 0
Technical 94.59 105
111
6.2.9 Datastore security topic
The datastore security topic refers to security solutions utilized to specifically
protect databases and other data sources, for example, XML repositories,
from unauthorized access and or alteration.
Table 6.10: Datestore security topic output type
Output Type % Number
Formal 9.52 4
Informal 2.38 1
Technical 88.1 37
42
Forty-two articles were categorized as datastore security ones. The cat-
egory had 5% SEC representation through the 20 years. Table 6.10 shows
its output type, while Figure 6.17 shows its representation over the 20 years.
From the graph, datastore categorized topic got less prominent; the highest
prominence being in 1984, with an 8% representation, while not having a
presence in 1993 or 2004. Its representation seems to have declined over the
years’ to represent just under three percent prominence in recent IFIP SEC
proceedings.
6.2.10 Mobile security topic
This category pertains to the functions of computing devices intended to
frequently move locations while maintaining operations wirelessly. These
functions may need to be secured while on the mobile devices. This cate-
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Figure 6.18: Distribution of mobile security topic
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gory, in essence, gives reference to the mobile platforms as opposed to the
inherently un-portable computer systems.
Eighteen articles were categorized as mobile security, giving the category
an overall representation of 2% in the SEC series. Note the mobile security
output type in Table 6.11, while Figure 6.18 shows its representation over
the 20 years. Mobile device security functions had very little prominence in
earlier years with slightly more interest being shown in later years.
Table 6.11: Mobile security topic output type
Output Type % Number
Formal 5.56 1
Informal 0 0
Technical 94.44 18
18
Mobile Security Topic related articles occurred 18 times. 2002 had a 7.6%
spike and 1994, a dip. The first reference to security in mobile technology
is reported by Masrani and Keenan (1984). This article gave an overview of
mobile telephone technology and discussed its vulnerabilities.
6.3 Conclusion
The results showcased in this chapter provide an important, although limited,
snapshot of the contents and direction of current research in the IFIP SEC
series.
The chapter presented analytical data drawn from 802 articles published
in the IFIP TC11 conference series between 1983 and 2005. Having pointed
out some of the trends evident in the data, we can now proceed to reflect on
the observed trends. In the next chapter, the significance of the observations
made in this chapter, specifically with respect to future research considera-
tions and the context of the TC-11 community, are discussed.
Chapter 7
Discussion
The previous chapter presented the findings resulting from the analysis of
20-years of SEC history. These findings, presented with the aid of charts and
tables, showcased interesting trends purely on a descriptive level.
In this chapter, these trends are discussed in greater detail, and new
hypothesis regarding their reasons for being are expressed. Recommendations
will then be made directed towards the IFIP TC11 community of contributors
specifically and the SEC conference series in general.
However, this task required some level of inference to be made based on
the trends. Therefore, the author recognizes the warning given by Krippen-
dorff (2004, p. 99) that “Inference never yields absolute certainties”. The
author hopes the discussion in this chapter stimulates insightful discussion
and healthy debate, at least within the IFIP TC11 community, but possibly
wider.
This chapter will follow a similar structure as Chapter 5 by firstly dis-
cussing the general focus of articles through the years, and thereafter, focus-
ing on the attention the technical and human aspects of security had in the
SEC series. This will be followed the author’s reflections on some of the topics
discussed in the SEC proceedings, and then conclude with recommendations.
7.1 General Focus of the Conference
As described in Section 3.4, two “special” topics, “general” and “multiple”,
were created to cater for articles, which on the high-level considered a topic
in a general context, and articles on the zoomed-in, which considered a topic
81
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Figure 7.1: Trend in the “general” categorization at the high-level
from multiple sub-topics respectively. The inclusion of these two topics pro-
vided a new, unexpected perspective in which to perform analysis on the
articles. It allowed the author to gauge the historical trends with regards to
the general focus of articles.
It was interesting, yet not surprising, that during the initial years of the
SEC conference, articles were more general in what they discussed than dur-
ing the later years (see Figure 7.1). One has to consider that when the
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Figure 7.2: Trend in the “multiple” categorization at the zoomed-in level
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conferences started back in 1983, security was a relatively new field of study,
and security research was still in its infancy. Denning (1982) published one
of the first books on the topic. Several of the earlier articles at the conference
merely tried making sense of the field. As new experiences, knowledge and
concepts were uncovered, the articles became more focused (see Figure 7.2).
Considering that a discipline is expected to mature over years, the trend
towards more focused articles can be seen as in line with this aging of the
field, and is therefore, positive. However, all conferences still have articles
that conceptualize certain issues within the broader security field. This is
necessary since the community needs to be aware of new thoughts and move-
ments that may influence perceptions of the security field. Though there was
a decline of such articles, they have remained part of the IFIP TC11 SEC
series through out the 20 years. Therefore, the author can formally state a
trend.
Trend 1 (Increased focus of articles). The number of articles categorized as
“general” on the high-level declined significantly over the 20 years. This was
roughly parallelled by the decrease in the categorization of “multiple” at the
zoomed-in category, signifying a increased focus of articles.
In addition to the increased understanding and focus in the series, the
author observed that the output type changed over the years.
7.2 The Nature of Conference Outputs
The proposed classification scheme consisted of two dimensions, which cate-
gorized the nature of outputs in the SEC series articles. The more revealing
and interesting trends were observed with regards to the output-type dimen-
sion as shown by Figure 7.3.
The analysis on the nature of outputs in the SEC series revealed a high
inclination toward technically oriented articles after 1997 (See Figure 7.3).
Bjo¨rck and Yngstro¨m (2001) reported similar findings when analyzing 125
articles (including workshop articles) from IFIP SEC 2000. They acknowl-
edged the fact that technically oriented security research and solutions are a
vital base for the secure operation of information and communication tech-
nologies. However, they added that judging by today’s continued challenges
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to keep computers secure, the solution to better security may not only be
found through technical measures.
This view was supported by the 2004 Ernst & Young Annual Global
Information Security Survey, which highlighted the importance of the human
aspect. They reported that the “lack of user awareness” was the top obstacle
to effective information security (Ernst & Young, 2004).
Given statements such as these, it was surprising not to observe an in-
crease in management-related topics in the “formal” output type. In fact,
the opposite seems true. This trend is highly visible toward the latter years
(1998 to 2005) as presented in Figure 7.3.
Some of the tendency towards technical outputs probably rose from the
fact that the security research community historically evolved from mathe-
matical and natural sciences (Gerber & Von Solms, 2005). Considering that
human behavioural issues typically will be considered as part of the social
sciences, the small percentage of informal articles is not surprising. The pres-
ence of “informal” outputs, however, does show that the TC-11 community
recognizes the interdisciplinary nature of security to a degree. Therefore, the
trend observed can be described as follows:
Trend 2 (Increase in technical outputs and decrease in formal outputs).
There was a balance of technical and formal outputs in the SEC series be-
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tween 1983 and 1997. From 1998 to 2005, there was a significant increase in
technically oriented output and a decrease in formal outputs.
This trend raised some concerns. The first concern observed by the au-
thor, is as follows:
Concern 1 (The disruption of the balance between output types). As the
SEC series covers general security concerns and targets the practitioner, the
continued move towards technical issues might prove to alienate the core
audience.
The balance, which had be maintained up till 1997, may need to be
reinstated. The formal aspect of security is important as the setting that
most security services and products demanded and will ultimately be used
by practitioners within an organizational context (Bjo¨rck & Yngstro¨m, 2001).
The nature of outputs’ observations withstanding, the articles in the IFIP
TC11 SEC series were discussed in the context of a wide variety of topics.
Therefore, a look at topics, which relate to the technical and human side
of security concerns, would yield to a further understanding as to why such
a technically oriented trend has been observed. The next section discusses
some of the topics discussed in the SEC series, by first looking at the “formal”
oriented topics followed by the technically oriented.
7.3 Topic Diversity
It should be noted that the IFIP TC11 SEC conference series is a general
security conference with a wide variety of topics discussed and presented by
its community.
The author believes that the first aspect to outline, before discussing
the topics in the IFIP TC11 SEC, should be the question of what possible
influences contributed to the presence of an article in a particular IFIP TC11
proceeding. Several factors were identified in this regard:
Programme committee The programme committee facilitates and guides
the thematic focus areas of the conference and the overall planning.
Reviewers Reviewers provide an independent assessment of the quality of
each submission for conference presentation.
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Figure 7.4: Trend in business continuity topic
Special themes Themes which are supported advertently or inadvertently
by the conference organizers.
Work groups The establishment of special work groups, which may be
hosting their own conferences, and what they may contribute.
Reward system The reward system offered to the authors for turning out
articles.
General interest The general interest and opinion of the authors on what
security as a whole lacks may be contributing factors.
This list presents only some of the possibly infinite influences governing
an article’s appearance in the SEC conference proceedings. However, the
author’s interest in the trends only examines whether these influences have
had an advantageous effect on the series as relating to the aims and objectives
of the IFIP TC11. Therefore, in the next sub-sections, no reference will be
made as to why certain articles were included and others not, but is rather
a global look at the trends in general. The first trend examined was that of
the business continuity topics.
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7.3.1 Business continuity topic
There has not been a time in the history of computing that information
security has been more important to the success and stability of business
enterprizes than now. Ironically, at no time in history, have organizations
been in more danger of computing failure through unintentional or malicious
means. The result is that “most organizations face a business continuity
event at some point” Smith (2003, p. 7). Therefore, the author found the
lack of business continuity and related articles highly disturbing.
Trend 3 (Disappearing business continuity presence). The topic of busi-
ness continuity has virtually disappeared from the series since 1985 (see Fig-
ure 7.4). Furthermore, it represented a small aspect of the proceeding when
it did get covered.
Concern 2 (Disappearing of business continuity topics). The coverage of
business continuity in the series may not be reflective of the current state of
the art in today’s society.
With the advent of changing weather systems (BBC, 2006) and volatile
political (CNN, 2003) environments faced today, the SEC series may need
to better address the topic of business continuity. The planning for business
continuity if an attack or system failure was to happen may be critical for
the survival of an organization. Considering this, the author decided to look
into the topic which related to keeping the organizations secure.
7.3.2 Assurance topics
Assurance issues relate to articles which provide details on the level of con-
fidence that a given security control can be used to achieve the intended
security. This also includes articles, which contribute to the SEC through
analysis and testing procedures, including details pertaining to validation
claims and security control trust levels. Other than the spike observed in
1991, with a 12% coverage, consistent coverage of this topic area has been
made throughout the 20 years.
This is a very important aspect of security, as mechanisms need to be
tested or protected against possible attack in order to provide an adequate
level of trust by those using them. Coverage of such topics goes a long way
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in increasing an organization’s trust in security controls. Implementation of
effective controls against possible threats can be seen as a key motivation
for security in organizations to be improved; therefore, the continuous cover-
age of assurance-related topics is welcomed and comes as no surprise to the
author.
Trend 4 (Consistent coverage of assurance). The importance of this topic
has been recognized by IFIP TC11 and has been presented consistently over
the years.
However, to ensure the security integrity of an organization, attention
should not only be given to the securing of systems and implementation of
controls, but also the dissemination of educational information to those using
the systems in order to maintain high security levels.
7.3.3 Education-related topics
Education had less prominence than assurance topics in the SEC series as
shown by Figure 7.6. 1993 provided for the largest allocation of education-
related literature with the other years representing educational-centred is-
sues at less than a 5% representation, or none at all. Von Solms and Von
Solms (2004) cites not realizing the core importance of information security
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awareness amongst users in an organization as one of the ten deadly sin of
information security management.
The grouping of education-related topics, as presented in the previous
chapter, includes academic articles focused toward educational institutions,
as well as security awareness and education within the organizational context.
The author believes that one of the primary obstacles to better security lies
with the lack of awareness and knowledge amongst users. Kraemer and
Carayon (2006), who describe human errors and violations of end users and
network administration in computer and information security, noted that
end users’ misunderstanding or lack of computer and information security
knowledge contributed to their lack of understanding of the importance of
security in systems. This inevitably leads to errors, which may lead to system
vulnerabilities. Therefore, educational-related topics need to be given more
coverage within the SEC in future.
The IFIP TC11 SEC series seemed to invariably report on educational
and security awareness topics over the years. The years where education-
related topics have been discussed have had low representation, except for
1993. However, as mentioned in Chapter 5, this perceived high representation
may be attributed to the fact that the 1993 proceedings had the least number
of articles.
Trend 5 (Marginal coverage of education-related topics). There was little
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reporting on education-related issues, with no reports in some years.
Concern 3 (Education-related topics marginally and inconsistently cov-
ered). The author believes that education forms a vital basis for understand-
ing the security environment in which users work.
If stakeholders are not well versed on key security policies and controls,
they can not be expected to be in a position to sustain high-levels of security
over assets, which they are accountable for. Therefore, the author would
suggest more coverage of education related research in future TC11 SEC
publications. However, if some policy was to be infringed upon, a record of
thereof may play an important part in tracing and fixing the vulnerability.
Therefore, the author considered auditing related topics in the IFIP SEC
series.
7.3.4 Auditing topic
From a pragmatic perspective, security mechanisms must be checked to find
out if they are achieving the necessary effect. Therefore, there is a need to
keep records of important of events, which may uncover reports on security
violations under later examination. Audit trails, whether computer based
or manually produced, usually form a noteworthy part in the role of fraud
detection and prevention within systems (Mercuri, 2003). Therefore, it was
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disturbing to find that articles dealing with auditing issues have largely dis-
appeared from the scene, although relatively few articles consistently dealt
with the issue of auditing in the early years (1983 – 1993). In the later years
(1994 – 2005), articles dealing with auditing appeared more sporadic.
With reports of an increase in the “insider threat” (Quigley, 2002; Neu-
mann, 1999; Iyer & Ngo, 2005), one would expect that work dealing with the
mischief of insiders would receive more attention than what it does.
Trend 6 (Rapid decreasing coverage of auditing-related topics). There was
a rapid retreat of auditing-focused articles in the series. Coverage has just
about disappeared.
Concern 4 (Auditing-related topics’ rapidly diminishing coverage). The au-
thor believes that more attention should be focused on these topics as no
organization can be completely secure. The reason being that organizations
will always try to achieve the right balance between security investments and
their business value, in order to reach as except-able level of security.
Therefore, reality yields a number of unexpected turns which should be
identifiable, traced and fixed. The importance of such topics is increased by
observing that there is a growing number of young people with an increased
knowledge of computers. With such knowledge comes more imaginative and
daring methods of attacking systems and hiding traces of such attacks. Con-
sidering the privacy issues with observing information in audit log files, the
author decided to take a closer look at the topic of privacy.
7.3.5 Privacy topic
Privacy is described by Landwehr (2006) as a multifaceted term that has
many meanings, depending on how and where it is used. However, in this
study, it was centered around the protection of user information rather than
proprietary information, intellectual property or business secrets. This is
covered by the intellectual property protection topic.
Sun MicroSystem’s CEO Scott McNealy was reported as saying “Privacy
is dead, deal with it”, which the author believes holds a certain level of truth
in it. However, this can not be seen as nullifying the importance of privacy
issues. The author’s sentiment seems to be shared by the content of the IFIP
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TC11 SEC series as there was a notable increase and presence in the number
of articles addressing a privacy related topic in the later years. Therefore,
the author is glad to highlight the trend as follows.
Trend 7 (Increase in the coverage of privacy issues). There was a notable
increase in the reporting of privacy-related issues in the IFIP TC11 SEC
series.
With the increase of technically oriented topics in the IFIP TC11 SEC
series, the author decided to observe how certain management-related topic
fared over the 20 years.
7.3.6 Management-related topics
Even though certain aspects of management-related issues, in the author’s
opinion, may not have been adequately covered, the combined topics of
awareness, business continuity, corporate culture, corporate governance, man-
agement policy and training did consistently receive attention. This grouping
focused on topics related to security requirements within the organizational
context. Its prominence, however, has been slightly decreasing. This was
contrary to the author’s perception before this study.
This decrease can be related to the increased attention towards technical
oriented articles in the series, as presented by the nature of outputs.
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Trend 8 (General decrease of management-related topics). The was a gen-
eral decrease in the coverage of management-related topics in the series.
Concern 5 (Management-related topics maybe marginalized). The author
is of the opinion that management-related topics may slowly be edged out of
conferences in favor of more technical topics.
This was contrary to the author is own perception of the trend. Manage-
ment controls play an important role in the protection of assets along side
technical measures. Technical aspects of security in the IFIP SEC series were
considered with an examination of network-related topics.
7.3.7 Network-related topics
The effects of network connectivity on computing cannot be denied. There-
fore, strong presence of topics related to network security is not surprising. It
was found that overall, network-related research in the SEC occupied almost
20% of the total articles published over the 20 years. A steady growth also
reflects the increasing role that developments such as the Internet has had
on the computing world.
Trend 9 (A rapid push toward the coverage network-related topics). There
appears to be a continued move towards network-related topics in the series.
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The author proceeded to examine topics which related to cryptography.
7.3.8 Crypto-like topics
Crypto-like topics have had a similar presence in all the proceedings as net-
work security, with the exception of 1997. In 1997 only the position of crypto-
analysis by the IFIP TC11 was published. The crypto-like topics encompass
digital signatures, key management and cryptography. While the importance
of crypto-like topics in the security field cannot be denied, the trend to have
an increasing number of crypto-like articles at the SEC conference may be
counter-intuitive.
Trend 10 (Increase in crypto-like topics over the years). The trend show a
sustained but increasing interest in crypto-like topics in the series.
Concern 6 (The lack of balance between topics coverage). There seemed to
be a large amount of reliance on crypto-like topics. This was also observed
with network-related topics. The author’s concern, therefore, is that the rise
in these topics may overshadow some other less prominent topics, which may
be equally important.
Well known cryptographer, Bruce Schneier, in the preface to his book
“Secrets and Lies” cautions against an unwarranted focus on cryptography
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and the mathematical utopia in which it exists (Schneier, 2000, pp. xi-xiii).
While this in no way detracts from the critical role cryptography has to
play in security, it should not be seen as the “silver bullet” of information
security. These sentiments also apply to network-related topics. The next
section delves into issues related to the security of stored data.
7.3.9 Datastore security topic
The prominence of datastore security has had a steady decrease in coverage
in the series over the 20 years. This might be attributed to how database
security has evolved and matured over the years. Based on the author’s
experiences, databases of today seem to be secure enough to withstand the
most aggressive attacks on them. However, their weakness may lie in their
configurations by users. Based on these perceptions, it is of little surprise that
there is a decreasing interest in datastore-related topics. This reverts back to
the need for more education-centered security topics. However, its continued
presence in the SEC series shows the importance of datastore security-related
topics.
Trend 11 (Decrease in the coverage of datastore security-issue coverage).
The trend shows a dwindling coverage of datastore-related issues. The trend
appears to decrease then levels off, which may indicate the continued interest
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in these types of topics.
The author believes that the decline of datastore-related topics may mostly
be related to the implementation of a dedicated work group for the topic area.
The next section deals with mobile security.
7.3.10 Mobile security topic
Mobile device use and adoption has, over the years, gained more and more
acceptance. Therefore, their presence in the IFIP TC11 SEC series was
examined. There seems to be very little coverage of mobile security related
topics in the IFIP TC11 SEC series. The trend revealed can therefore be
described as follows:
Trend 12 (Marginal interest in mobile security by the series). The trend
showed a marginal, but present, interest in the mobile-security topics. The
trend seemed to increase in the later years of the series.
Concern 7 (Series may be too slow in addressing new technology concerns).
The trend presented by this topic gives rise to the question of how fast the
series is adopting and addressing new technology, before and after it is widely
accepted.
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Nonetheless, it is interesting to consider that such technology was re-
ported on as early as 1984 by Masrani and Keenan (1984). However, in
2006, mobile devices application and power often matches and at times sur-
passes, the power of desktops. Their adaption over the years has increased,
therefore, the author believes that the increasing impact of mobile technol-
ogy on today’s society should be reflected in the IFIP TC11 SEC series, as a
general proceeding targeted at practitioners and other security professionals.
A brief summary of the findings, trends and concerns are revisited in the
next section.
7.4 In a Nutshell...
The findings of this study revealed a move towards technical security topic
areas and a decrease in the formal aspect. As mentioned previously, the
author believes the human side of security needs to be paid more attention.
Schneier (2005) reports that security does not work unless the users want
it to work. He notes that users may disable a security measure because
it is annoying. This lack of understanding of the importance of security
is not limited to the user, but includes the organization as well. Dhillon
and Backhouse (2000) report that, “facing pressures of organizational costs
containment and external competition, many companies are rushing headlong
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into adopting IT, without carefully planning and understanding their security
concerns”. Furthermore, this view is supported by the 2006 Deloitte Global
Security Survey (Deloitte, 2006) of major companies, which cites regulatory
compliance as a top driver for security in organizations. It is worrying how
the SEC series seems to be decreasing its management-related content in
support of technically oriented content. Users need to realize that security
controls are there for their own protection.
A former IFIP president, Prof. Asbjorn Rolstadas (Rolstadas, n.d.), voiced
his concern over the perception by some that the IFIP seemed to be purely
an academic organization of no interest to industry. The abundance of tech-
nical topics that lack practical application may only support and grow this
belief.
The fact that the security field is inherently a multi-disciplinary field (Von
Solms & Von Solms, 2004) should make it easier to reap benefits from other
disciplines, such as in the human-computer interaction field. This may curb
the learning curve for users and be less of an annoyance.
Furthermore, industry may also need to understand the benefits of im-
plementing security measures better. Articles focusing on economic issues
such as the return on investment aspects of security may be more relevant
to industry than an outline of a new standard. Unfortunately, industry is
more likely to adopt certain standards, simply based on regulatory compli-
ance requirements rather than their practical value, as reported by the 2006
Deloitte Global Security Survey (Deloitte, 2006). The author believes that
the SEC conference could play a bigger role in addressing practicalities.
The technicality of articles plays a role in the understanding and reader-
ship of an article. Obviously, in some topics, reference to advanced methods
cannot be avoided, but the authors in the community should at least actively
try to mitigate the technical aspects of what is being discussed so their work
can reach and be read by a large demographic of scholars. As Benbasat and
Zmud (1999) pointed out, articles which are hard to understand, regardless
of their content, lose their relevance and ultimately, their usefulness.
Although the author did not collect data that directly support the follow-
ing observation, his perception, after the study, was that management-related
topics moved on the operational-tactical-strategic continuum. In the earlier
days, articles appeared to have been much more focused on operational mat-
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ters, whereas lately, more strategic issues, such as corporate governance,
received more attention. Somehow a gap seems to exist as far as tactical
management is concerned.
It should be noted that the main objective of IFIP TC11 is to serve
security managers and others professionally active in the field of information
processing security (TC11, 2002). Therefore, publications in the SEC should
be focused towards that point. Irrelevance of research may be a key problem,
which needs to be attended to.
The lack of enthusiasm for the human side of security remains trivialized,
although many researchers (for example, Siponen (2000), Barber (2001), Bar-
rett (2003)), have argued that this dimension has a huge impact on the overall
security of a system infrastructure.
Nevertheless, the SEC series provided extensive coverage of several topics.
Although the balance between topics can be challenged, the contribution
that these papers made cannot be denied. The challenge the programme
committees are faced with when compiling proceedings is by no means easy
– after all, they are dependent on appropriate submissions by the research
community.
7.5 Conclusion
In this chapter, the author outlined key issues which were a cause for con-
cern, hoping that it would encourage healthy debate and discussion between
scholars over the content and direction of the SEC conference series.
It was pleasant to report that there was a trend towards specialization
and increased focus on articles. However, it was concerning to uncover the
imbalance between the output types.
The author believes that security consists of multiple aspects, which need
to work and co-exist together in order to achieve and maintain the highest
level of security. Hence, there is a need to properly balance the different
topics types within information security, especially with regards to a general
security publication.
The author acknowledges the important role which the IFIP community
has played in contributing to security research through the years. The nature
of research on security in the SEC was difficult to confine to certain narrow
100 CHAPTER 7. DISCUSSION
views. The review of the series, the author contends, provide valuable insight
into the IFIP TC11 SEC series.
This dissertation will conclude in the next part, Part III, by summarizing
the contribution of the research as seen by the author.
Part III
Epilogue
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Chapter 8
Conclusion
Farhoomand and Drury (1999) advocate that graphically examining the his-
tory of a field serves an instrumental role in gauging the field’s progress.
This dissertation reported and reflected on trends over the first 20 years of
the IFIP TC11 SEC conference series. In this study, the history of the IFIP
TC11’s conference series was examined through the utilization of graphs,
which reflected the papers in the SEC series. The objective of the study
was to review and discuss major trends in the SEC series and possibly make
recommendations.
Driven by the objectives, the study presented a systematic and objective
analysis of the IFIP TC11’s community research outputs over its 20 years
of existence. The analytical process was then used to guide the intricacies
of how and which data would be collected, analyzed and reported on. This
included the development of a multi-dimension classification scheme that was
used to facilitate the analysis of the IFIP TC11 SEC series articles. The study
examined and categorized 802 articles according to this scheme. The analysis
of the IFIP TC11 SEC series yielded a number of interesting findings.
8.1 Summary of Findings
There was a move towards more focused papers in the SEC conference, which
the author believes is in line with the maturing of the field. However, it was
found that while the conference did report on the human side of information
security, an inclination to technical aspects of security was apparent. It
was highlighted that security is as much a management problem as it is a
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Table 8.1: Trends summary
Increased focus of articles
Increase in technical outputs and decrease in formal outputs
Disappearing business continuity presence
Consistent coverage of assurance
Marginal coverage of education-related topics
Rapid decreasing coverage of auditing-related topics
Increase in the coverage of privacy issues
General decrease of management-related topics
A rapid push toward the coverage network-related topics
Increase in crypto-like topics over the years
Decrease in the coverage of datastore security-issue coverage
Marginal interest in mobile security by the series
technology problem. Therefore, technological responses to the problem must
be combined with management responses in order to be fully effective.
A telling story was gained from the examination of research topics. The
results suggested that TC11 security research focused on a variety of techni-
cal and management topics. As a general conference proceeding it was not
surprising to find a diverse set of topics covered by the TC11 community.
Analyzing the topics uncovered that there were some key topics which re-
ceived little mention in the series (such as business continuity and auditing).
Such observations were alarming. Table 8.1 summarizes the trends that were
observed, while Table 8.2 notes the author’s primary concerns.
The main contribution of this research project, therefore, was to highlight
key issues of interest relating to the outputs of the TC11 community. These
related specifically to the topics addressed and the nature of outputs that
formed part of the IFIP TC11 SEC series.
Table 8.2: Concerns summary
The disruption of the balance between output types
Disappearing of business continuity topics
Education-related topics marginally and inconsistently covered
Auditing-related topics’ rapidly diminishing coverage
Management-related topics maybe marginalized
The lack of balance between topics coverage
Series may be too slow in addressing new technology concerns
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The author believes the study’s objective has thus been fulfilled. A folk
taxonomy was developed, articles categorized accordingly, trends identified,
discussed and concerns highlighted.
8.2 Limitations
While every attempt was made to ensure that the process and classification
scheme was as useful and effective as possible, it is necessary to point out
some limitations.
• A specific folk taxonomy which was applicable to the topics which
have been published by the IFIP TC11 community was developed and
adopted. The folk taxonomy did well to meet the core objectives. How-
ever, the folk taxonomy cannot be used generally as security topics that
were not dealt with in the IFIP TC11 SEC series could not be identified.
• Furthermore, it was hard to make clear and valid inferences on the
resulting analysis as there is no benchmark to compare results with.
Therefore, the presence of a topic in the SEC proceeding was seen
as a good thing. No attempt was made at recommending the level of
coverage a topic should have. Cases where the trend seemed to decrease
or increase were simply brought to the reader’s attention. However, it
may be possible that the author’s own views and perceptions tainted
the interpretation. This, is however, the inherent danger to all projects
dealing with subjective interpretation.
• Krippendorff (1980, p. 55) notes that “Analysis concerns the more con-
ventional processes of identification and representation of patterns that
are noteworthy or/and statistically significant”. Summaries of the data
with the aid of graphics can be very useful, however, they do not show
the underlying detail. Thus, the selection of graphics is important. It
is therefore, quite possible that more complex underlying trends can be
missed due to the selection of graphics.
The next section outlines recommendations for further research.
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8.3 Recommendation for Further Research
The work described in this dissertation may be extended and supported by
a number of future projects. In this section some ideas regarding future
projects are presented.
Refining the folk taxonomy and process. The author recognizes the need
to refine the proposed folk taxonomy. This is with regards to its design,
structure and content.
Further investigation into the approach which is discussed in this study
may lead to the possibility of a hierarchial taxonomy. This might be
achieved through identifying how the high-level and zoomed-in cate-
gories were assigned to each article. This could provide insight into
how concepts and ideas are used in the context of security research,
that is, how people actually categorized security concepts in practice.
This could possibly assist with creating a new hierarchial taxonomy.
However, taking from the lessons learned in this study, a hierarchy is
bound to introduce new problems and challenges which will need to be
addressed.
Based on the limitations and challenges of the taxonomy, it can be said
that the two level categorization approach proposed in this study may
have not been implemented in the most efficient and effective man-
ner. Researchers may better consider limiting the interchangeability of
terms between the two levels. The reason for this being that certain
terms are more readily understood as broad or atomic in nature than
others. Therefore, limiting certain topics to the high-level and others
to the zoomed-in may help alleviate the uncertainty which may occur
during the categorizing of articles.
Further validating the approach in this study may ensure reliability
in the coding of articles. The author suggests the use of independent
coders in order to test the process and the taxonomy. In this study,
constraints on time and resources did not allow for this.
Investigating further conferences and journals Similar studies might
be useful in the context of other conference series and journals. This
might offer insight of how the security field in general is progressing.
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This might also provide a basis for the creation of a general classification
scheme for the security field.
The reason being that security as a field encompasses solutions in many
possible application domains. As diversity of these domains increases
the more disparate and complex the security research is likely to get.
Furthermore, the rate and level at which information systems have been
and are being adopted can only show that it is about time a standard
perspective of looking at information security issues is adopted. Al-
ter (2000) utters that the lack of attention to meaning of basic terms
and concepts has a significant impediment to the effective communi-
cation and the ability to make sense out of research findings. Mis-
understanding happens because people do not share the same analo-
gies (Bryan, 2002). A classification scheme should aid practitioners in
the removal of conceptual and terminological confusion brought on by
varying personal viewpoints and assumptions through grouping (Vessey
et al., 2005).
However, a question that begs to be answered is whether one classifica-
tion scheme is feasible for such a broad and rapidly growing field. Can
a single taxonomy cater for the hugely different needs and expectations
of varying groups of people and applications? The author believes that
the first question which should be asked, and an answer given to before
all other, is if certain security concepts really have a universal value
that is the same across all contexts. Although this question may be
seen as daunting and possibly unanswerable, the author believes that
if similar studies are carried out in different security domains, it might
provide a path towards answering it.
Additional dimensions. While this study has addressed issues of topic
and output type in the series, further studies may find it interesting to
examine such dimensions as methodologies being adopted in security
research as well as popular research designs being used. This would
undoubtedly provide even more insight into the security field.
User driven/community-driven classification. The trends highlighted
in this study present only a fraction of the possible perspectives for
analysis. The development of a web based application which would
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allow others to analyze, discuss and update the data set would provide
for an ongoing study of the IFIP TC11 series as well as contribute to
further refining the folk taxonomy.
8.4 Closing
This study examined the past outputs of the IFIP TC11 community and
trends and concerns were highlighted. The author believes that the study
contributes towards the general understanding of the IFIP TC11 SEC series
history over its 20 year period.
In conclusion, today’s ongoing research in the security field will have far-
reaching and complex impacts on the adoption of future services and systems.
Therefore, studies which look back on the history of the field can only prompt
people to think critically and debate issues. Consequently improving the
relevancy and quality of research in the area. Therefore, the author wants
to express the hope that this study will fuel further interest in the security
domain.
Appendix A
Additional Outputs
During this research project two papers, one for a journal and another for
a conference were prepared. These are available on the accompanying CD,
following is the full references.
• R. A. Botha and T. G. Gaadingwe,“Reflecting on 20 SEC conferences”,
Computers & Security, Volume 25, Number 4, 2006, pp. 247 – 256.
• T. G. Gaadingwe and R. A. Botha, “Building towards a security taxon-
omy”, Proceedings of the 8th Annual Conference on World Wide Web
Applications, 6 – 8 September 2006, Bloemfontein, South Africa
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Appendix B
Coding Sheet
Figure B.1 shows how the coding sheet that was used for recording purposes
looked.
3URFHHGLQJ<HDU&RGHU1DPH 'DWH
&ODVVLILFDWLRQ6FKHPH&DWHJRUL]DWLRQ)RUP
Paper Title: 
Page # : 
Topics: 
 
 
Scope: 
 
 
Output Type: 
 
Comments: 
 
Zoomed                                                 High Level 
Figure B.1: Coding sheet
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Appendix C
SQL Statements
This appendix outlines the SQL statement utilized in this study to query the
categorized data in the database. These statement yielded analytical data
on which charts were based.
C.1 WeightedFlattened.sql
The query gets the number of papers per topic flattened. The weighting
system is applied here. Where 19 is “Multiple” and 83 is “General”.
SELECT count(tblFactArticle.FactArticleID) AS qty, tblYear.Year,
tblTopic.TopicName, ’A’ as fromset
FROM tblTopic, tblYear
INNER JOIN tblFactArticle
ON tblYear.YearID = tblFactArticle.YearID
WHERE (tblTopic.TopicID = tblFactArticle.TopicID)
AND tblFactArticle.[not applicable] = False
AND not(tblFactArticle.TopicID2 = 19
OR tblFactArticle.TopicID = 83)
GROUP BY tblYear.Year, tblTopic.TopicName number
UNION
SELECT count(tblFactArticle.FactArticleID) AS qty,
tblYear.Year, tblTopic.TopicName, ’B’ as fromset
FROM tblTopic, tblYear
INNER JOIN tblFactArticle
ON tblYear.YearID = tblFactArticle.YearID
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WHERE (tblTopic.TopicID = tblFactArticle.TopicID2)
AND tblFactArticle.[not applicable] = False
AND not(tblFactArticle.TopicID2 = 19
OR tblFactArticle.TopicID = 83)
GROUP BY tblYear.Year, tblTopic.TopicName
UNION
SELECT count(tblFactArticle.FactArticleID) * 2 AS qty,
tblYear.Year, tblTopic.TopicName, ’C’ as fromset
FROM tblTopic, tblYear
INNER JOIN tblFactArticle
ON tblYear.YearID = tblFactArticle.YearID
WHERE (tblTopic.TopicID = tblFactArticle.TopicID2)
AND tblFactArticle.[not applicable] = False
AND not(tblFactArticle.TopicID2 = 19)
AND (tblFactArticle.TopicID = 83)
GROUP BY tblYear.Year, tblTopic.TopicName
UNION
SELECT count(tblFactArticle.FactArticleID) * 2 AS qty,
tblYear.Year, tblTopic.TopicName, ’D’ as fromset
FROM tblTopic, tblYear
INNER JOIN tblFactArticle
ON tblYear.YearID = tblFactArticle.YearID
WHERE (tblTopic.TopicID = tblFactArticle.TopicID)
AND tblFactArticle.[not applicable] = False
AND not(tblFactArticle.TopicID = 83)
AND (tblFactArticle.TopicID2 = 19)
GROUP BY tblYear.Year, tblTopic.TopicName
UNION
SELECT count(tblFactArticle.FactArticleID) * 2 AS qty,
tblYear.Year, tblTopic.TopicName, ’E’ as fromset
FROM tblTopic, tblYear
INNER JOIN tblFactArticle
ON tblYear.YearID = tblFactArticle.YearID
WHERE (tblTopic.TopicID = tblFactArticle.TopicID2)
AND tblFactArticle.[not applicable] = False
C.2. TOTALPAPERSPERTOPICFLATPERYEAR.SQL 115
AND (tblFactArticle.TopicID = 83
AND tblFactArticle.TopicID2 = 19)
GROUP BY tblYear.Year, tblTopic.TopicName;
C.2 TotalPapersPerTopicFlatPerYear.sql
The SQL further aggregates the topics from WeightedFlattened.
SELECT WeightedFlattened.Year, sum(WeightedFlattened.qty),
WeightedFlattened.TopicName AS qty
FROM WeightedFlattened
GROUP BY WeightedFlattened.Year, WeightedFlattened.TopicName;
C.3 PapersPerYear.sql
The SQL gets the number of paper per year which were considered for anal-
ysis.
SELECT tblYear.Year, count(tblFactArticle.FactArticleID) AS totqty
FROM tblYear
INNER JOIN tblFactArticle
ON tblYear.YearID = tblFactArticle.YearID
WHERE tblFactArticle.[not applicable]=False
GROUP BY tblYear.Year;
C.4 PERC TopicsPerYear.sql
The SQL turns the flattened topic and output the topics per year to get
percentage reorientation of topics per proceeding.
SELECT PPY.Year, PPYT.TopicName, (PPYT.qty/(PPY.totqty*2))*100 AS
PercYear
FROM PapersPerYear AS PPY
INNER JOIN TotalPapersPerTopicFlatPerYear AS PPYT
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ON PPY.Year = PPYT.Year;
C.5 count ResearchDomains.sql
The SQL gets the number of paper per year for each output type.
SELECT year, RDOID, count(RDOID) AS qty
FROM tblFactArticle, tblYear
WHERE tblyear.yearid=tblFactArticle.yearid
AND tblFactArticle.[not applicable]=False
GROUP BY RDOID, year;
C.6 Pecr ResearchDomains.sql
This SQL calculates the percentage prevalence of the output type categories.
SELECT PPY.Year, RDOID, (count_ResearchDomains.qty/(PPY.totqty))*100
AS [Domain]
FROM PapersPerYear AS PPY
INNER JOIN count_ResearchDomains
ON count_ResearchDomains.Year=PPY.Year;
C.7 PERC ZoomMultiplePerYear.sql
This SQL calculates the percentage prevalence of a particular category in the
zoomed-in per year.
SELECT PPY.Year, (TPPZ.qty/(PPY.totqty))*100 AS PercYearZoomMultiple
FROM PapersPerYear AS PPY
INNER JOIN TotalPaperPerZoomMultipleFlatPerYear AS TPPZ
ON TPPZ.Year=PPY.Year;
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C.8 PERC HightlevelGeneralPerYear.sql
This SQL calculates the percentage prevalence of a particular category in the
high-level per year.
SELECT PPY.Year, (TPPZ.qty/(PPY.totqty))*100 AS PercYearHighGeneral
FROM PapersPerYear AS PPY
INNER JOIN TotalPaperPerHightlevelGeneralFlatPerYear AS TPPZ
ON TPPZ.Year=PPY.Year;
C.9 TotalPaperPerZoomMultipleFlatPerYear.sql
This SQL retrieves the sum of the zoomed-in categories per year.
SELECT Year, count(topicid) AS qty
FROM tblFactArticle, tblYear
WHERE topicid=19 And tblYear.YearID=tblFactArticle.YearID
And tblFactArticle.[not applicable]=False
GROUP BY Year;
C.10 TotalPaperPerHightlevelGeneralFlatPerYear.sql
This SQL retrieves the sum of the high-level categories per year.
SELECT Year, count(topicid2) AS qty
FROM tblFactArticle, tblYear
WHERE topicid2=83 And tblYear.YearID=tblFactArticle.YearID
And tblFactArticle.[not applicable]=False
GROUP BY Year;
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